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IoT Innovations and Forensic Engineering in the Digital Age







ABSTRACT
Internet-of-Things (IoT) innovations produce interesting opportunities, impact ethical and social aspects toward human society, and influence operational and technical solutions toward the structural systems. This article discusses the impact of some relevant characteristics of the IoT innovations. Significant debated aspects are the product discontinuity in the global market, their durability, the upcoming “social” virtual systems, new “socialized” equipment, the promotion of electrical microsystems, the human competence in the digital age, the safety, operability, and security of IoT. These innovations require an advancement of the technical culture and open new frontiers for electroforensic engineering. In the next future, forensic engineering can promote an international reference organization as a mediator between social, technical, and regulatory aspects. Innovations and efficient sustainability need adequate global regulatory changes to favor the spreading of advantages, with more cert success if old businesses are transferred into new businesses.



                  
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The primary objective of the investigator for public investigation is to get the knowledge about the local area first then gather the evidence of public crimes such as murder, burglary or molestation by following all the cyber laws and legal procedures existing for the investigation area.
· By discovering the best possible approach to penetrate a thin or non-existent security shield of IoT, the hackers exploit the functionalities of these devices in ways the designers did not intend and launch cyber-crimes and attacks onto different IoT territories.
· In all stages of information gathering, distribution of information, centralized processing and republishing, the police or other associated wrongdoing records of the safety division still exist. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Typically these tools are created by version sometimes does not support the latest and the oldest version of the technology in the market. Because of this lack, many attacks has been initiated on top of this problem. 
· A malicious code injection method used to attack the information-driven applications, manipulating a security weakness in an application's software, permit the adversary to spoof identity, modify data which may cause the repudiation issues. 
· Most of the IoT devices store its data in the cloud as the alternative way to address the limitation issue. 
· The issues on the evidence volatility in the IoT environment is much more complicated compared to the conventional computing. 
2.2. PROPOSED SYSTEM 
· The proposed methodology, which employs an advanced digital forensic approach, describes an improved, efficient, and reliable method to identify the source of the crime and collect evidence responsible for security breach during communication.
· Most proposed transport agreements not only increase transmission efficiency and decrease the utilization of energy, but also guarantee safety and protection.
· Various purposes and preconditions could provide more sensitive assurance techniques. 
· Digital forensic is an area of innovation containing various threats and winds. IoT Forensic is continually making strides to adapt to new types of equipment, data processing, and workflows.



2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· It is important to have a scoping which it will focus on what are the investigation look for and it will make the investigation faster and efficient.
· The smart devices have been used in the most major domain like in the healthcare, transportation, smart home, smart city and more.
· This module is used to trigger the physical devices and signal the conditions to IoT entities through the environment.
· Apart from that, some developer used to ignore to apply the secure programming codes in the system.
· DoS can be performed by misusing the device, manipulating its software and application, or disrupting the communication channel.
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Internet of Things: Concept, Building blocks, Applications and Challenges
	Abdmeziem, R. & Tandjaoui, D., 2014. 
	The main contribution of this paper is that it summarizes the IoT, IoT building blocks, components and their interactions along with architecture layers systematically.

	Threat-Based Security Analysis for the Internet of Things
	Atamli, A.W. & Martin, A., 2014. 
	In this paper we provide a threat model based on use-cases of IoT, which can be used to determine where efforts should be invested in order to secure these systems.

	SCCIR: Smart cities critical infrastructure response framework
	Attwood, A. et al., 2011. 
	 Protecting critical infrastructures and ensuring their continued operation will be an important part of future Smart City ecosystems.

	Basic concepts and taxonomy of dependable and secure computing
	Avižienis, A. et al., 2004. 
	Security brings in concerns for confidentiality, in addition to availability and integrity.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    Thorough research backgrounds have been discussed the concept of the IoT environment including the entities and the characteristics. After that, the security challenges in IoT also been elaborated to emphasize on the security requirement which is needed in the IoT environment. To merge the IoT technology with the digital forensics, the start-of-arts in forensics has been deliberated. From reviewing and criticizing previous works, finally, the gaps is identified. By using the two approaches; emphasizing the preinvestigation process and having a real-time elements paper present the conceptual approaches for IoT context, it needs to be further developed and the impacts of these approaches are expected to be useful for the IoT and the digital forensic as well. 
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