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ABSTRACT
The Internet of Things (IoT) is an emerging paradigm and has penetrated deeply into our daily life. Due to the seamless connections of the IoT devices with the physical world through the Internet, the IoT applications use the cloud to store and provide ubiquitous access to collected data. Sharing of data with third party services and other users incurs potential risks and leads to unique security and privacy concerns, e.g., data breaches. Existing cryptographic solutions are inapt for resource-constrained IoT devices, because of their significant computational overhead. To address these concerns, we propose a data protection scheme to store the encrypted IoT data in a cloud, while still allowing query processing over the encrypted data. Our proposed scheme features a novel encrypted data sharing scheme based on Boneh-Goh-Nissim (BGN) cryptosystem, with revocation capabilities and in-situ key updates. We perform exhaustive experiments on real datasets, to assess the feasibility of the proposed scheme on the resource constrained IoT devices. The results show the feasibility of our scheme, together with the ability to provide a high level of security. The results also show that our scheme significantly reduces the computation, storage and energy overheads than the best performed scheme in the state-of-the-art.

   
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· To tackle this issue, existing distributed approaches used the homomorphic encryption technology.
· To the best of our knowledge, none of the existing solutions considered all the privacy requirements mentioned above, while covering the whole IoT data lifecycle, from the user’s consent to the data analysis.
· We compare the proposal with some existing solutions in terms of communication cost and eavesdropping probability on private individual data.
· Because of the transparency characteristic of public blockchains, it is possible to verify that the data of a transaction has existed at a specific time, but by keeping public keys anonymous, the identity of participants in real-life cannot be revealed. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· It is important to design a proper structure of the authorisation mechanism since it ensures that a joining IoT device (i) issues the reencryption token for the genuine group and (ii) retrieves the correct group key.
· To issue this re-encryption token and subsequent decrypting of group data, Bob uses the public key, pkg, and the private key, prkg, of the group.
· The proposed CrypSH is semantically secure against the adaptive chosen message attack, if the discrete logarithm problem is hard. 
· The correct guessing is only possible when A can solve the discrete logarithm problem. 
2.2. PROPOSED SYSTEM 
· In the proposed system, each data consumer can create a smart contract and publish both terms of service and requested IoT data. 
· The latter is proposed and hosted on the blockchain to put several IoT devices in the same group based on the smart device owners’ privacy choices.
· In this way, the proposed solution eliminates the need to trust a centralized consumer or a data aggregator while keeping the IoT data analysis accuracy.
· In order to overcome the raw data disclosure issue, several solutions  were proposed to use the homomorphic encryption technology to protect the user’s privacy while guarantying the data accuracy.



2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· We measure the performance of the CrypSH in terms of the computational overhead, storage overhead, energy overhead, throughput, data freshness and end-to-end delay.
· In this paper, we consider the Pilatus as our main competitor and show that our proposed scheme not only achieves system security but also improves on performance significantly than the Pilatus.
· To measure the storage overhead, we consider ciphertext size as a performance metric. 
· We measure the storage overhead of both the CrypSH and the Pilatus considering the ciphertext size as performance metric.
· It means that the performance of the CrypSH is improved by reducing the ciphertext sizes to 13% and 25% compared to the Pilatus during the standard and sharing modes, respectively. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Internet of Things: A survey on enabling technologies, protocols, and applications
	A. Al-Fuqaha, M. Guizani, M. Mohammadi, M. Aledhari, and M. Ayyash, 
	This paper provides an overview of the Internet of Things (IoT) with emphasis on enabling technologies, protocols, and application issues.

	WristWhirl: One-handed continuous smartwatch input using wrist gestures
	J. Gong, X. D. Yang, and P. Irani, 
	We propose and study a new input modality, WristWhirl, that uses the wrist as an always-available joystick to perform one-handed continuous input on smartwatches.

	Practical techniques for searches on encrypted data
	D. X. Song, D. Wagner, and A. Perrig, 
	It is desirable to store data on data storage servers such as mail servers and file servers in encrypted form to reduce security and privacy risks.

	Secure sharing of partially homomorphic encrypted iot data
	H. Shafagh, A. Hithnawi, L. Burkhalter, P. Fischli, and S. Duquennoy, 
	We present performance optimizations that render these cryptographic tools practical for mobile platforms.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005

CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
      In this paper, we present CrypSH, a new scheme tailored for the cloud based IoT systems. The CrypSH provides an efficient, and highest level of security and reliability from the three significant threats, i.e., the curious DBAs, eavesdropping from the communication channel and arbitrary compromises of the cloud server confronting cloud applications. Our scheme leverages cryptographic primitives that allow computation on encrypted data without disclosing any secret keys to the cloud. Also, our scheme processes queries on encrypted data and re-encrypts it for sharing. In the CrypSH, sharing mechanism comes with cryptographic guarantees and possibility of sharing revocation at any time. To achieve this, unlike other encryption schemes, the CrypSH takes the BGN cryptosystem as the underlying encryption mechanism. The evaluation results show that the CrypSH outperforms the state-of-the-art approach, Pilatus, without compromising network performance metrics such as throughput and data freshness. Particularly, the CrypSH is 34% more computationally faster, requires 25% less storage and provides 15% more throughput than the Pilatus. In future, we envision to devise a mechanism for parallelising the homomorphic addition in the cloud. 
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