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A secure barrier coverage scheduling framework for WSN-based IoT applications







ABSTRACT
Barrier coverage scheduling is an energy conservation scheme in which a subset of sensor nodes with overlapped sensing area (also called barrier) is activated to meet the key Quality of Service (QoS) requirements such as energy-efficiency, coverage, and connectivity. However, sudden and unexpected node failures in a barrier due to security attacks such as Denial of Service (DoS) poses a challenge for maintaining the desired QoS levels. In this paper, we propose a secure barrier coverage scheduling scheme called SEC2 , which prevents QoS degradation in the event of security breaches. This scheme uses a fully weighted attributed dynamic graph model in which a novel attribute-based weight balancing greedy strategy is used to construct barriers. A weighted averaging-based K-means Spectral, and Hierarchical (WKSH) cluster ensemble scheme is proposed to secure a barrier from malicious attacks. WKSH is a graph-based anomaly detection scheme based on weighted Euclidean distance computation and weighted average consensus. The experimental result shows that SEC2 guarantees the required QoS at all times. Moreover, the proposed WKSH shows better accuracy in the classification and detection of attacks in the barrier.


                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Smart connectivity with existing networks and contextaware computation using network resources is an indispensable part of IoT. 
· The IoT is likely to replace the traffic information provided by the existing sensor networks of inductive loop vehicle detectors employed at the intersections of existing traffic control systems. 
· Existing/new applications deployed as a hosted service and accessed over the Internet is referred to as SaaS.
· Energy is the main consideration for the existing routing protocols.
· In such a scenario, the existing routing protocols should suffice in practical implementation with minor modifications. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The coverage problem in wireless sensor networks (WSNs) can be generally defined as a measure of how effectively a network field is monitored by its sensor nodes.
· The failures of sensor nodes in the barrier can significantly impact the efficacy of barrier scheduling to meet QoS requirements.
· However, to the best of our knowledge, none of the existing studies analyze, review and provide a clear description of all features that cover all factors as well as classify the coverage problems in its entirety.
· The protocols were mainly classified, into two categories: k-coverage verification protocols and sleep scheduling protocols for k-coverage problems. 
2.2. PROPOSED SYSTEM 
· The proposed Cloud centric vision comprises of a flexible and open architecture that is user centric and enables different players to interact in the IoT framework. 
· It allows interaction in a manner suitable for their own requirements, rather than the IoT being thrust upon them.
· An architecture based on cloud computing at the center has been proposed in this paper.
· Several MAC protocols have been proposed for various domains with TDMA (collision free), CSMA (low traffic efficiency) and FDMA (collision free but requires additional circuitry in nodes) schemes available to the user.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· We give a thorough discussion on the open issues associated with the design of realistic energy-efficient coverage protocols for WSNs.
· Moreover, the performance of these protocols is limited by the challenges on determining an accurate radio model for the sensor nodes in the network.
· However, developing solutions with high-performance EA for the coverage problem in WSNs remains an open issue. 
· We found that the performance of these protocols is mainly limited by challenges related to determining a more realistic coverage model for the sensor nodes in the networks.
· A weight coefficient between the two metrics is employed to model the trade-off between coverage rate and energy efficiency. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Energy management in wire-less sensor networks: A survey
	J. A. Khan, H. K. Qureshi, and A. Iqbal, 
	Energy management in Wireless Sensor Networks (WSNs) is of paramount importance for the remotely deployed energy stringent sensor nodes.

	Maximizing the lifetime of reinforced barriers in wireless sensor networks
	H. Kim, J. A. Cobb, and J. Ben-Othman, 
	In this paper, we introduce a new barrier-coverage problem whose objective is to maximize the network lifetime such that any penetration of the intruder is detected.

	Energy-efficient military surveillance: Coverage meets connectivity
	D. Thomas, R. Shankaran, M. Orgun, M. Hitchens, and W. Ni, 
	Sensor networks are increasingly being used in the development and application of military surveillance systems.

	Depletion-of-battery attack: Specificity, modelling and analysis
	V. Shakhov and I. Koo, 
	There are several standardization initiatives for sensor networks, which eventually converge with the Internet of Things.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 


2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard



2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005

CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
   This paper proposes a secure fault-tolerant barrier coverage scheduling framework based on a fully weighted dynamic graph model. The framework incorporates a graph cleansing stage to detect and remove anomalous vertices and edges in the graph. A cluster ensemble approach called KSH based on well know K-means, Spectral, and Hierarchical clustering techniques is employed to accurately and precisely identify and isolate the anomalies in the dynamic graph. The experiment result shows the scalability and stability of the ensemble approach in classifying and predicting the anomalies with better accuracy and minimal classification error. 
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