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The Use of Blockchain to Support Distributed AI Implementation in IoT Systems






ABSTRACT
This paper presents a distributed and decentralized architecture for the implementation of Distributed Artificial Intelligence (DAI) using hardware platforms provided by the Internet of Things (IoT). A trained DAI system has been implemented over the IoT, where each IoT device acts as one or more of the neurons within the DAI layers. This is accomplished through the utilization of decentralized, self-managed blockchain technologies that allow trusted interactions and information to be exchanged between distributed neurons. The platform was built and customized to be used within the IoT system, and it is capable of handling DAI-related tasks. A new consensus mechanism based on Proof of Authority (PoA) and Proof of Work (PoW) has been designed and implemented, along with bespoke block and transaction formats. The proposed architecture was analyzed, implemented, and tested using a dedicated testbed with low-cost IoT devices. A quantitative measurement and performance evaluation of the system based on a real-world IoT application was conducted. The implemented DAI is found to have an accuracy of 92%-98%, with an energy cost of 0.12 joules (J) when utilizing a Raspberry Pi to run one neuron. The measured hash per joule (h/J) when using a Raspberry Pi for mining is 13.8Kh/J compared to 54Kh/J using an ESP32. The results showed that it is feasible to implement a DAI system utilizing the IoT hardware platform while maintaining the system’s accuracy. The integration of the blockchain has added an element of security and trust to the data and the interaction between system components.




        	








                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· It provides an opportunity to extract new data and improve existing business processes, bring innovative products and services to market fast, and gather new information on consumer trends and preferences. 
· Although the commitment of stakeholders to invest in a Blockchain platform is key, it takes further effort to integrate the functionalities into existing operations. 
· But the challenge for the enterprise is to build on existing technology, infrastructure, and capabilities to accelerate time to value, and minimize the cost and complexity of IoT implementation.
· Apply it to existing infrastructure and capabilities, instead of starting from scratch. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· IoT devices are mainly utilized to tackle our everyday problems and to facilitate our life by sensing and collecting various kinds of information about our surrounding physical environment that are utilized to create novel digitized services.
· Besides, the scalability of the centralized architecture is another problem, which may not be a practical solution for the IoT system that increases in billions every year.
· Basically, the hash function is a mathematical problem that the minors need to crack to find a block.
· Minors are computers/agents that attempt to solve a complex mathematical problem (typically, a form of hash functions) to explore a new block. 
2.2. PROPOSED SYSTEM 
· To secure the proposed architecture a new concept for consensus mechanism based on Honesty-Based Distributed Proof of Work (DPOW) were devised and tested.
· Another work by proposed an EdgeChain framework based on blockchain and smart contract that allows IoT devices to access resources provided by the edge servers.
· ModelChain proposed by, which aims at allowing multiple institutions to train the medical health prediction framework using blockchain and machine learning. 
· The work by proposed the BlockDeepNet framework, which combined the implementation of deep learning, blockchain, and smart contracts for data analyses in IoT.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· They showed technological benefits and technical advantages of integrating blockchain and IoT in agriculture to improve security, transparency and overall efficiency. 
· Then, they proposed that blockchain technology be integrated with the IoT to build an efficient identity management system to provide better trust and performance. 
· While implementing blockchain on-premise is very costly, as it needs high-cost equipment to build the infrastructure and performance of the distributed ledger technology.
· Although the invention of fog/edge computing minimized the response time that allows real-time-based IoT applications to grow significantly, adopting AI approaches will have the capability to provide better performance in a very short response time.
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Internet of Things: State-of-the-art, Challenges, Applications, and Open Issues
	Atlam, H.F.; Walters, R.J.; Wills, G.B. 
	The Internet of Things (IoT) has become one of the unprecedented research trends for both academic and commercial organizations.

	Security, Cybercrime and Digital Forensics for IoT
	Atlam, H.F.; Alenezi, A.; Alassafi, M.O.; Alshdadi, A.A.; Wills, G.B. 
	The Internet of Things (IoT) connects almost all the environment objects whether physical or virtual over the Internet to produce new digitized services that improve people’s lifestyle.

	Blockchain with Internet of Things: Benefits, Challenges, and Future Directions
	Atlam, H.F.; Alenezi, A.; Alassafi, M.O.; Wills, G.B. 
	The server/client model requires all devices to be connected and authenticated through the server, which creates a single point of failure.

	Intersections between IoT and distributed ledger
	Atlam, H.F.; Wills, G.B. 
	Integrating the IoT system with the blockchain technology can provide several benefits which can resolve the issues associated with the IoT centralized architecture.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005







CHAPTER 3
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    With several challenges presented in the centralized IoT architecture, moving the IoT into one of the distributed ledger technologies may be the correct choice. Among the common types of distributed ledger technologies is the blockchain. It utilizes a decentralized approach which delivers better efficiency and eliminates the single point of failure. Moreover, blockchain delivers better security and data integrity through tamper-proof and immutability features. The integration of blockchain with IoT can resolve issues of the IoT centralized system and provides a good way for future developments. Therefore, the objective of this paper was to provide a comprehensive discussion of integrating the IoT system with blockchain technology. After presenting the basis of IoT and blockchain, the paper presented a comprehensive discussion of integrating IoT with blockchain by highlighting how blockchain resolved issues of IoT. Besides, recent studies presenting the convergence of IoT with blockchain are also presented. Then, blockchain as a service for the IoT is discussed to show how various features of blockchain technology can be implemented as a service for various IoT applications. This was followed by discussing the impact of integrating AI on both IoT and blockchain. To this end, future research directions of IoT with blockchain were discussed.  
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