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ABSTRACT
In recent years, the Internet of Things (IoT) has made great progress. The interconnection between IoT and the Internet enables real-time information processing and transaction implementation through heterogeneous intelligent devices. But the security, the privacy, and the reliability of IoT are key challenges that limit its development. The features of the blockchain, such as decentralization, consensus mechanism, data encryption, and smart contracts, are suitable for building distributed IoT systems to prevent potential attacks and to reduce transaction costs. As a decentralized and transparent database platform, blockchain has the potential to raise the performance of IoT security to a higher level. This article systematically analyzes state of the art of IoT security based on the blockchain, paying special attention to the security features, issues, technologies, approaches, and related scenarios in blockchain-embedded IoT. The integration and interoperation of blockchain and IoT is an important and foreseeable development in the computational communication system.




                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The IoT produces countless digitized services and applications that provide several benefits over existing solutions.
· Compared to the existing reviews conducted on integrating IoT with blockchain, this paper provides an up-to-date comprehensive survey of IoT with blockchain.
· The existing centralized model of the IoT system provides several advantages to connect and communicate a wide variety of devices that are managed by the centralized server.
· Blockchain technology is among the most recent themes that attracted the attention of several organizations and researchers due to the countless benefits it provided over existing solutions .
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The integration of blockchain and IoT can solve this problem. In particular, every part will be associated with a unique ID with the creation.
· The creation of a newly-generated block is equivalent to the solution of a computationallydifficult problem.
· This computationally-difficult problem (aka a puzzle) can nevertheless be verifiable without difficulty.
· Health care becomes one of the major social-economic problems due to the aging population while it also poses new challenges in traditional healthcare services because of the limited hospital resources. 
2.2. PROPOSED SYSTEM 
· Their proposed solution enabled decentralization for access control, authentication and payments depending on blockchain technology.
· They proposed that blockchain technology be integrated with the IoT to build an efficient identity management system to provide better trust and performance.
· Blockchain was also proposed as an efficient solution to enhance the security and privacy of healthcare data.
· Several researchers proposed utilizing blockchain to overcome the issues of existing systems.
· Their proposed system replaced labour-intensive recording and minimized human involvement, which created a smart agriculture system.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· This centralization manner inevitably results in the extra cost, the performance bottleneck and the single-point failure (SPF) at centralized service providers.
· In contrast, blockchain allows the transaction being validated between two peers without the authentication, jurisdiction or intervention done by the central agency, thereby reducing the service cost, mitigating the performance bottleneck, lowering the SPF risk.
· In addition to SDN and NFV, the appearance of network slicing technologies brings the agility and flexibility of networks to support different functional and performance requirements.
· Nevertheless, it can cause a performance bottleneck and a single-point-of-failure if all the nodes offload their tasks to the same MEC server. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Manufacturing Analytics and Industrial Internet of Things
	P. Lade, R. Ghosh, and S. Srinivasan, 
	Over the last two decades, manufacturing across the globe has evolved to be more intel-ligent and data driven.

	Blockchain for IoT security and privacy: The case study of a smart home
	A. Dorri, S. S. Kanhere, R. Jurdak, and P. Gauravaram, 
	Internet of Things (IoT) security and privacy remain a major challenge, mainly due to the massive scale and distributed nature of IoT networks.

	The IoT electric business model: Using blockchain technology for the internet of things
	Y. Zhang and J. Wen, 
	Internet of things (IoT), being an innovative revolution over the Internet, becomes a new platform for E-business.

	Blockchain for the ` internet of things: A systematic literature review
	M. Conoscenti, A. Vetro, and J. C. De Martin, 
	Our research goal is to understand whether the blockchain and Peer-to-Peer approaches can be employed to foster a decentralized and private-by-design IoT.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005









CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
      The incumbent Internet of Things (IoT) systems are facing a number of challenges including heterogeneity, poor interoperability, resource constraints, privacy and security vulnerability. The recent appearance of blockchain technologies essentially offers a solution to the issues with the enhanced interoperability, privacy, security, traceability and reliability. In this paper, we investigate integrating blockchain with IoT. We name such synthesis of blockchain and IoT as BCoT. We provide a comprehensive survey on BCoT. In particular, we first briefly introduce internet of things and blockchain technology. We then discuss the opportunities of BCoT and depict the architecture of BCoT. We next outline the research issues in blockchain for next-generation networks. We further discuss the potential applications of BCoT and outline the open research directions in BCoT. 
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