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ABSTRACT
The interest of Industry 4.0 in Smart Contracts and blockchain technologies is growing up day by day. Smart Contracts have enabled new kinds of interactions whereby contractors can even fully automate processes they agree on. This technology is really appealing in Internet of Things (IoT) domain because smart devices generate events for software agents involved in a smart contract execution, making full automation possible. However, smart contracts have to comply with national and international laws and accountability of participant's actions. Soundness of a smart contract has to be verified in terms of law compliance. Here we propose a model for verification and validation of law compliance of smart-contracts in IoT environments. The main goal of this work is to propose a formal model (based on multi-agent logic and ontological description of contracts) for validating law compliance of smart contracts and to determine potential responsibilities of failures.




               
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The Update Fuel Payment updates the existing information by sending a request to the proposed blockchain system, and after a successful response, the data are repopulated on the user interface.
· Some of the existing studies deploy heavy consensus algorithms on the devices that are components of the IoT system, like gateways. However, these IoT gateways have limited storage space. 
· Many existing platforms do not have a facility for lightweight nodes, and full nodes’ deployment must be done on gateways for verification of blocks and transactions. 
· The developed method is based on Ethereum, and allows the user to audit all interactions between the design and the blockchain platform as long as the network of blockchain exists. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The focus of the survey is narrowed down to smart contract functional behavior and does not embody problems related to other blockchain-related execution aspects, such as scalability, consensus, interaction with IoT systems, etc.
· Based on a contract CFG, this approach allows recognizing traces that contain problematic sequences of program states and instructions. 
· Some of these properties also resemble software design patterns, which capture the recurrent problems in smart contract development, e.g., State Machine, Access Restriction, Ownership.
· However, model-checking suffers from the state explosion problem, which requires the users to apply abstraction techniques for smart contracts  or assume a set of simplifications to its execution.
2.2. PROPOSED SYSTEM 
· The proposed system is capable of data sharing among the users of the system while securing sensitive information.
· The proposed model can share data among the system’s users while securing sensitive information.
· The proposed method is divided into three actors: a charging station, a vehicle, and a driver.
· The proposed electric car charging company architecture consists of three parts: the client (the car user), the server (the charging station), and the blockchain smart contract.
· Adaptive Blockchain-based Electric Vehicle Participation (AdBEV) scheme is proposed to reduce the power fluctuation level.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· In smart contract verification, the existing applications indicate if the contract is vulnerable ,gas-inefficient , or a honeypot .
· In this survey, we look beyond the security aspect and aim to provide a general taxonomy of domain-specific properties, which may also impact the correctness, privacy, efficiency, and fairness of smart contracts. 
· These approaches are designed to identify vulnerable code patterns, integer arithmetic bugs , honeypots , gas-inefficient bytecode patterns, etc.
· We are also interested in establishing the links between the various types of properties and the formalism used in supporting them.
· Behavior-Interaction-Priority (BIP) is a layered framework used to model the interaction between smart contracts and users. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Formal verification of smart contracts based on users and blockchain behaviors models
	T. Abdellatif and K. L. Brousmiche. 2018. 
	To counter these attacks
and avoid breaches, several approaches have been explored
such as documenting vulnerabilities or model checking using
formal veriﬁcation.
To counter these attacks
and avoid breaches, several approaches have been explored
such as documenting vulnerabilities or model checking using
formal veriﬁcation.
To counter these attacks and avoid breaches, several approaches have been explored such as documenting vulnerabilities or model checking using formal verification.

	SolAnalyser: A framework for analysing and testing smart contracts
	S. Akca, A. Rajan, and C. Peng. 2019. 
	We also implemented a fault seeding tool that injects different types of vulnerabilities in smart contracts.

	GASOL: Gas analysis and optimization for Ethereum smart contracts
	E. Albert, J. Correas, P. Gordillo, G. Román-Díez, and A. Rubio. 2019. 
	We present the main concepts, components, and usage of Gasol, a Gas AnalysiS and Optimization tooL for Ethereum smart contracts.

	SAFEVM: A safety verifier for Ethereum smart contracts
	E. Albert, J. Correas, P. Gordillo, G. Román-Díez, and A. Rubio. 2019. 
	This paper presents SAFEVM, a verification tool for Ethereum smart contracts that makes use of state-of-the-art verification engines for C programs.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
     In view of the increasing adoption of blockchain and smart contract technologies, formal specification and verification of smart contracts has been an active topic of research in recent years. Within this survey, we have presented a comprehensive analysis and classification of existing approaches to formal modeling, specification, and verification of smart contracts. Furthermore, we outlined common properties from different smart contract domains and correlated them with the capabilities of existing verification techniques. Our findings suggest that a combination of contract-level models and specifications with model checking is widely used to reason about the functional correctness of smart contracts from all the considered domains. On the other hand, program-level representations are often analyzed from the perspective of security properties, which are checked by means of symbolic execution, program verification toolchains, or theorem proving. Security issues can also be identified in execution traces of smart contracts by runtime verification techniques. A holistic perspective on smart contract analysis, which was adopted in this survey, allowed us to uncover the existing limitations to effective formal verification of smart contracts and suggest future research directions. We envision further advancement in the areas including safe smart contract language design, automated repair of smart contracts, hybrid contract- and program-level approaches to formal modeling and specification of smart contracts, and collaborative development of standards for safe smart contract implementation. 
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