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ABSTRACT
The multi-tenancy in a cloud along with its dynamic and self-service nature could cause severe security concerns. To mitigate such concerns and ensure the accountability and transparency of the cloud providers towards their tenants, security auditing is a promising solution. However, the existing security auditing solutions for clouds suffer from several limitations. First, the traditional auditing approach, which is retroactive in nature, can only detect violations after the fact and hence, often becomes ineffective while dealing with the dynamic nature of a cloud. Second, the existing runtime approaches can cause significant delay in the response time while dealing with the sheer size of a cloud. Finally, the current proactive approaches typically rely on prior knowledge about future changes in a cloud and also require significant manual efforts, and thus become less practical for a dynamic environment like cloud. To address those limitations, we present a novel proactive security auditing system, namely, ProSAS, which can prevent violations to security policies at runtime with a practical response time, and yet does not require prior knowledge about future changes. ProSAS is integrated into OpenStack, a popular cloud platform. Our experiment results using both synthetic and real data demonstrate its efficiency and accuracy.

                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Existing interceptand-check approaches perform major verification tasks while holding the event instances blocked, and usually cause significant delay to a user request.
· Moreover, existing dependency models are typically static in nature in the sense that the captured dependencies do not reflect runtime patterns.
· Another critical limitation is that existing dependency models are deterministic in the sense that every event can only lead to a unique subsequent event.
· However, log files generated by the existing cloud platforms are not suitable to be directly fed into the learning engine, as user events are generally mixed up with many other system-initiated events.
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· This form of auditing is more traditional, however, the fundamental problem with this approach is that it cannot prevent any irreversible damages, e.g., DoS attack and leaking sensitive information.
· The works in have the same general objective, which is cloud auditing, as ours, but they use empirical techniques to perform auditing whereas we use formal techniques to model and solve the auditing problem.
· As a back-end verification mechanism, we formalize verification data and properties as Constraint Satisfaction Problem (CSP) and use a constraint solver, namely, Sugar, to validate the compliance.
· To this end, tracing back log entries to identify the root cause of a problem and subsequent actions, respectively, are natural solutions which motivate the processing of logs. 
2.2. PROPOSED SYSTEM 
· In this paper, we proposed LeaPS, a fully automated system leveraging the learningbased techniques to accelerate the performance of a proactive auditing approach. 
· We describe our implementation of the proposed system based on OpenStack, and demonstrate how the system may be easily ported to other cloud platforms (e.g., Amazon EC2 and Google GCP). 
· Therefore, a proactive auditing approach, which starts the auditing ahead of critical events, has recently been proposed as a promising solution for delivering practical response time.
· As demonstrated by our implementation and experimental results, the proposed system, LeaPS, provides an automated, efficient, and scalable solution for different cloud platforms to increase their transparency and accountability to tenants.


2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The main contributions of this thesis work are towards security, efficiency and practicality improvements in cloud security auditing.
· LeaPS leverages learning techniques in a different manner so that the false positive/negative rates cannot affect the security of our system directly, and rather affects the performance of our system. 
· However, leveraging such big data analytics and memory-efficient methods may enhance the performance of our log processing. 
· Also, to demonstrate the applicability, scalability and efficiency of our proposed system, we integrate it to OpenStack, a major cloud platform, and evaluate it using both synthetic and real data. 
· We integrate our proposed system into OpenStack [89], one of the major cloud management platforms, and conduct experiments to measure the efficiency, scalability and applicability of this system. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	An overview of issues and recent developments in cloud computing and storage security
	E. Aguiar, Y. Zhang, and M. Blanton. 
	Security and privacy concerns, however, are among the top impediments standing in the way of wider adoption of cloud technologies.

	Representing and reasoning about web access control policies
	G.-J. Ahn, H. Hu, J. Lee, and Y. Meng. 
	The advent of emerging technologies such as Web services, service-oriented architecture, and cloud computing has enabled us to perform business services more efficiently and effectively.

	A cross tenant access control (CTAC) model for cloud computing: Formal specification and verification
	Q. Alam, S. U. Malik, A. Akhunzada, K.-K. R. Choo, S. Tabbasum, and M. Alam. 
	Sharing of resources on the cloud can be achieved on a large scale since it is cost effective and location independent.

	Sophisticated access control via SMT and logical frameworks
	K. Arkoudas, R. Chadha, and J. Chiang. 
	We reduce both request evaluation and policy analysis to SMT solving, and provide experimental results demonstrating the practicality of these reductions. 



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
     The ever-changing and self-service nature of clouds brings the necessity to audit the cloud at runtime to ensure continuous security compliance, which is essential for cloud provider’s accountability and transparency towards their tenants. To this end, there exist two types of cloud-specific security auditing approaches: intercept-and-check and proactive. However, existing works under these approaches either fail to provide a practical response time due to the sheer scale of the cloud, or require a future change plan in advance which may be impractical in most cloud environments. In this thesis, we addressed these major limitations of the existing runtime auditing solutions and proposed a proactive security auditing system for clouds. To this end, we first proposed a runtime security auditing system for the user level of the cloud; which verifies different authentication and authorization mechanisms (e.g., RBAC, ABAC and SSO) incrementally. Second, to reduce the response time of runtime auditing, this thesis delivered a proactive security auditing system; which offers a novel proactive auditing approach, where we leverage the dependency relationships among cloud events to incrementally pre-compute the major auditing efforts. As a result, the runtime effort in our proactive approach remains lightweight and results in a practical response time (e.g., 8.5 milliseconds for 100,000 virtual ports). Third, to extend the coverage of our auditing system and improve its practicality, we leveraged learning techniques to design and implement an automated approach to process raw cloud logs and utilize them to capture various dependency relationships. 
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