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ABSTRACT
    In contrast to the traditional cloud-based IoT structure, which imposes high computation and storage demands on the central cloud server, edge computing can process data at the network edge. In this paper, we present an edge computing data storage protocol employing the blockchain and the group signature, where the blockchain works as the trusted third party, offering a convenient platform for the data storage and protection, and the group signature is utilized for privacy identity information protection. Unlike the common group signature scheme, we propose a notion of \emph{simplified group signature}, which removes the traceable property to improve the computational efficiency. In edge computing, the edge devices and the end devices can easily set up a long-term trust relationship through the cloud services, so the traceability may be of little utility in this scenario. In our protocol, we also design a new data validation scheme that has a proof size of only O(1) . 





CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· In the existing cloud-based IoT networks, the IoT devices have the limited resource and lower computation .
· The edge computing is proposed to improve the performance of the existing centralized cloud computing.
· Compared with the existing centralized cloud computing, the distributed blockchain cloud has the following advantages: higher reliability, higher availability of services, higher fault tolerance and lower cost.
· It selected the approval node among all existing nodes and was responsible for verifying the transaction based on the utility function.
· However, the existing consensus mechanisms require verification of most participating nodes to complete mining, which will generate serious network latency. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· It was initially introduced to solve double spending problems in Bitcoin but it has extended with time in deploying other applications such as smart grid, healthcare, delivery networks and logistics systems. 
· It is imperative therefore that crucial issues of security, scalability and resources management be addressed to achieve successful integration.
· We investigated existing blockchain and associated technologies to discover solutions that address anonymity, integrity and adaptability issues for successful integration of blockchain in IoT systems.
· We propose a novel framework to solve the identified issues of anonymity, integrity and adaptability in order to achieve successful integration of blockchain and edge computing for IoT systems. 
2.2. PROPOSED SYSTEM 
· In this paper, the architecture and behavior of an Access Management System (AMS) in a proof of concept (PoC) prototype are proposed with a Color Petri Net (CPN) model.
· It is proposed to write the basic elements of RBAC into the blockchain smart contract to realize the schema of blockchain-enabled AMS for edge computing.
· SDIoTEdge (Software-Defined Internet of Things orchestration using Edge) is proposed to solve the challenge of complex IoT management. 
· Based on this, the AMS model of blockchain enabled edge computing is proposed and verified by CPN tools. 
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Most computation and storage tasks will thus be offloaded to the near-end to attain better performance and more storage.
· The edge layer extends the cloud to bring services closer to end devices for improved performance and low latency.
· The target is to improve performance using a protocol that allows connections of new side chains to the main chain with back-and-forth transfers of transactions between the main chain and different other side chains. 
· To meet the security and performance requirements of our model, we investigated the suitable existing technologies to address issues of integrity, adaptability and anonymity that are crucial for integration of blockchain and edge computing. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Enhanced Security Framework for E-Health Systems using Blockchain
	Kubendiran, M.; Singh, S.; Sangaiah, A.K. 
	An individual’s health data is very sensitive and private. Such data are usually stored on a private or community owned cloud, where access is not restricted to the owners of that cloud.

	When Mobile Blockchain Meets Edge Computing
	Xiong, Z.; Zhang, Y.; Niyato, D.; Wang, P.; Han, Z. 
	Then we introduce an economic approach for edge computing resource management. 

	A survey on privacy protection in blockchain system
	Feng, Q.; He, D.; Zeadally, S.; Khan, M.K.; Kumar, N. 
	The goal of this survey is to provide some insights into the privacy issues associated with blockchain.

	The quest for scalable blockchain fabric: Proof-of-work vs. BFT replication
	Vukolić, M. 
	Bitcoin cryptocurrency demonstrated the utility of global consensus across thousands of nodes, changing the world of digital transactions forever.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 

2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard



2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005

CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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                                                      CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 















                               CHAPTER 5
CONCLUSION:
     Our study was set to seek a secure data storage and a highly performing design of IoT by integrating two highly trending technologies, blockchain and edge computing. We proposed an integrated IoT framework based on P2P network to enable edge computing and blockchain complement one another with their large storage capacity and strong security features respectively. To meet the security and performance requirements of our model, we investigated the suitable existing technologies to address issues of integrity, adaptability and anonymity that are crucial for integration of blockchain and edge computing. We adopted a Proof-of-Space based solution in smart contracts-based data integrity service to authenticate stored transactions and fortify data integrity with no central authority involved. To enhance scalability in our design, we adopted a layered architecture that separates blockchain from the application layer realized through raiden network that extends Ethereum with instant and scalable transactions. The separation enables resource-restrained IoT devices to only store portions of blockchain needed for their own transactions. As for anonymity, we found linkable ring signatures, zerocoin and zerocash to be adequate tools for concealing user identity and obscuring information contained in transactions. We therefore utilized zerocash and linkable ring signatures in the prototype of our framework to strengthen anonymity. From our study, we have designed a practical system prototype for implementation of integrated system of blockchain and edge computing with secure and decentralized data storage. Conceptual evaluations of the individual solutions incorporated indicate feasibility in successful integration sufficient for safely storage of massive information shared among diverse IoT devices. 
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