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Fine Grained Security in Cloud with Cryptographic Access Control







ABSTRACT
Fine-grained access control schemes are commonly used in cloud computing. In this type of schemes, each data item is given its own access control policy. The entity that wants to access the data item needs to provide its credentials to a policy enforcer. In a cloud environment, normally, the policy enforcer is not the owner of the data. The access control policies and the credentials might reveal some information that the policy enforcer is not entitled to know. This paper proposed a finegrained access control scheme. It prevents the policy enforcers from comprehending the access control policies and the entities’ credentials by using cryptographic techniques. Compared with the existing schemes, the proposed scheme provides higher level privacy.



        	


                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Attribute-based encryption (ABE) is well suited for finegrained access control for data residing on a cloud server. However, existing approaches for user revocation are not satisfactory.
· However, existing homomorphic encryption schemes do not allow for fine-grained access control policies.
· A main issue to be addressed when using ABE for encryption of cloud storage is user revocation. In this work we proposed a decryption-capability splitting approach for user revocation, which is advantageous over existing solutions.
· Data residing on a cloud storage need to be encrypted in order to safeguard their secrecy against the untrusted cloud provider , and to serve as an access control mechanism where a user’s decryption capability is assigned according to the access control policy. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· To avoid the problems mentioned above, the contents of the credentials and the policies should be made incomprehensible to the policy enforcers. 
· The problem with the existing fine-grained access control schemes is that the access control policies are not entirely hidden from the policy enforcers. 
· The owner of the data issues credential certificate to an entity. The credential certificate states the attributes that the owner assigns to the entity.
· This assumption is reasonable as, during service negotiation, GreenCar would issue the relevant credentials to Sparky to allow Sparky to access the data that are needed by Sparky’s contract. 
2.2. PROPOSED SYSTEM 
· To gauge its performance, we have implemented and experimented with our proposed scheme.
· Our proposed scheme distinguishes itself from all the above work because the computation at the user side is lightweight, independent of the complexity of the access control policy of the underlying ABE scheme.
· We further proposed a concrete scheme instantiating the approach, which is featured with lightweight computation at the user side such that users can use resource-constrained devices to access cloud data.
· We propose a concrete scheme instantiating the approach, which features lightweight computation at the user side.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The tracking mechanism is also used to inform the service providers of the revoked credential certificates. 
· Then, the policies or the attributes of the entities are used to decrypt the data.
· In order to encrypt or decrypt the information, the attributes that are used to encrypt the data must be attached to the encrypted data.
· Compared with the existing schemes, the proposed scheme provides a higher level of security, and it is more efficient and flexible than the existing schemes that hide policies and credentials. 
· In these approaches, attribute-based encryptions are used to encrypt data. The encrypted data can only be decrypted by the clients who possess the desired attributes. Encryption-based access control is designed for storing data on storage service providers. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	PPPDM - a privacy-preserving platform for data mashup
	Barhamgi M., Benslimane D., Ghedira C., Benharkat A., and Gancarski A. (2012) 
	The approach allows the mashups' creators to create data mashups without any programming involved, they just need to specify 'declaratively' their data needs.

	Ciphertext-Policy Attribute-Based Encryption
	Bethencourt J., Sahai A., and Waters B. (2007) 
	In several distributed systems a user should only be able to access data if a user posses a certain set of credentials or attributes.

	Identity-Based Encryption from the Weil Pairing
	Boneh D. and Franklin M. K. (2001) 
	The scheme has chosen ciphertext security in the random oracle model assuming an elliptic curve variant of the computational Diffie-Hellman problem

	Concealing complex policies with hidden credentials
	Bradshaw R. W., Holt J. E., and Seamons K. E. (2004) 
	Hidden credentials are useful in protecting sensitive resource requests, resources, policies, and credentials.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005






CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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                                                      CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
   This paper proposed a scheme that prevents policy enforcers from comprehending the meaning of the access control policies of data and the credentials required for accessing the data. The scheme increased the level of privacy and security for both data owners and the entities that want to access the data. The scheme is flexible as it allows access control policies to include rules that specify a range of values. The data tracking mechanism allows the access control policies to be modified after data items left their original owners. The tracking mechanism also makes it easier to prevent people from using the revoked certificates to access data. Compared with the existing schemes, the proposed scheme is simple and efficient to use. 
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