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Bidirectional and Malleable Proof-of-Ownership for Large File in Cloud Storage







ABSTRACT
Cloud storage is a cost-effective platform to accommodate massive data at low cost. However, advances of cloud services propel data generation, which pushes storage servers to its limit. Deduplication is a popular technique enjoyed by most current cloud servers, which detects and deletes redundant data to save storage and bandwidth. For security concerns, proof-of-ownership (PoW) can be used to guarantee ownership of data such that no malicious user could pass deduplication easily or utilize such mechanism for malicious purposes. Generally, PoW is implemented in static data archive where the data file is supposed to be read-only. However, to satisfy users' needs for dynamical manipulation on data and support real-time data services, it is required to devise efficient PoW for dynamic archive. In this work, we propose the notion of bidirectional and malleable proof-of-ownership (BM-PoW) for the above challenge. Our proposed BM-PoW consists of bidirectional PoW (B-PoW), malleable PoW (M-PoW) and dispute arbitration protocol DAP. We provide the security analysis of our proposal, and performance evaluation that suggests our proposed B-PoW is secure and efficient for large file in static data archive. In addition, our proposed M-PoW achieves acceptable performance under dynamic setting where data is supposed to be outsourced first and updated later in dynamic data archive.
                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The existing model stores data files in the public cloud and keys in the private cloud. 
· User need to request the respective keys from the private cloud to access the files from the public cloud . 
· As the request is processed by the private cloud and the keys are given to the user, after retrieving keys from the private cloud the user access the filespresent in the public cloud by using the private keys.
· To provide confidentiality and proof of ownership for the data, some encryption technique is used to convert the plain text to cipher text before uploading into the cloud server. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The problem illustrated above stems from the fact that by learning just a small piece of information about the file, namely its hash value, an attacker is able to get the entire file from the server. 
· We thus view a solution to this problem as an enabler for the creation of advanced open storage APIs. 
· To solve the problem of using a small hash value as a proxy for the entire file, we want to design a solution where a client proves to the server that it indeed has the file.
· The problem with using the generic solution from the previous section is that good erasure codes for very large files are expensive to compute. 
2.2. PROPOSED SYSTEM 
· The security of the file is not compromised by having the hash value and the encrypted text. So, to make it complete we are generating one time password(OTP). 
· To generate this OTP, we use random number generator. The OTP is generated and stored in data base until the verification is done. As the user need to login into their account. 
· To download the file by their request, the user is required to enter the hash value as input and the encrypted data text for accessing it. After the user enters the hash value and encrypted text, the user is required to submit the one-time password to the server. 
· This method provides confidentiality and reliability to the user data.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· We implemented this streaming scheme and measured its expected effect on performance of the system.
· Our performance measurements indicate that the scheme incurs only a small overhead compared to naive client-side deduplication.
· The small constant is significant for performance, but it means that we have poor diffusion.
· This trick greatly improves performance, since the mapping can now be computed from the file using quantities that we have anyway.
· Note that we are using a different set of pseudorandom choices for different files, which heuristically could help security, but we are using it here as a performance optimization trick rather than a security enhancement mechanism. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	dropbox api utilities
	Dropship 
	Some members of our developer community have also created alternative libraries in other programming languages.

	The State of the Internet
	Akamai. 
	This is because, in some cases, multiple individuals may be represented by a single IP address (or small number of IP addresses), because they access the Web through a firewall or proxy server.

	Provable data possession at untrusted stores
	G. Ateniese, R. Burns, R. Curtmola, J. Herring, L. Kissner, Z. Peterson, and D. Song.
	In particular, the overhead at the server is low (or even constant), as opposed to linear in the size of the data.

	Hail: a high-availability and integrity layer for cloud storage
	K. D. Bowers, A. Juels, and A. Oprea. 
	We show how HAIL improves on the security and efficiency of existing tools, like Proofs of Retrievability (PORs) deployed on individual servers.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 

2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard



2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005

CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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                                                      CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
   The threshold-free notion of security from Definition 1 does not capture the added security of this composed solution, since there are setting of parameters that it does not address. For example, for a 16GByte file with 128MByte of entropy, an attacker can use only 64MByte of leakage – i.e., the encoded buffer – and has a reasonable chance of convincing the server. This is because, unlike the described solution, the Merkle-tree queries into the file itself are unlikely to hit the small fraction of the file that the attacker does not know. However this setting which is not addressed does not seem to appear much in typical applications. We remark that the new attacks that we consider and our solutions to them are more relevant for file-level de-duplication than for block-level deduplication. (Indeed, if an attacker can learn a hash value for each 8KByte block of the file, then it can probably learn also the blocks themselves and does not need to fool the storage server.) Note, however, that the attack remains relevant (and our solution useful) when a service uses both file- and block-level deduplication, as is likely to be the case in practical systems. 
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