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ABSTRACT
In recent years, the investigations on Cyber-Physical Systems~(CPS) have become increasingly popular in both academia and industry. A primary obstruction against the booming deployment of CPS applications lies in how to process and manage large amounts of generated data for decision making. To tackle this predicament, researchers advocate the idea of coupling edge computing or edge-cloud computing into the design of CPS. However, this coupling process raises a diversity of challenges to the Quality-of-Services~(QoS) of CPS applications. In this paper, we present a survey on edge computing or edge-cloud computing assisted CPS designs from the QoS optimization perspective. We first discuss critical challenges in service latency, energy consumption, security, privacy, and reliability during the integration of CPS with edge computing or edge-cloud computing. Afterwards, we give an overview on the state-of-the-art works tackling different challenges for QoS optimization, and present a systematic classification during outlining literatures for highlighting their similarities and differences. We finally summarize the experiences learned from surveyed works and envision future research directions on edge computing or edge-cloud computing assisted CPS optimization

                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The challenge is not limited to the use of the next generation of intelligent equipment that natively support AI features, but mainly to adapt traditional approaches and embed them in the existing constrained device platforms.
· In this sense, it is clear that there should exist a balance of the computational resources among each one of these layers, and just as important as, an appropriate interconnection of them.
· In spite of the existence of several frameworks to assist and automate several data analysis tasks, usually being able to find ML models that outperform the ones developed by hand, most problems still require domain knowledge which refrains the complete process automation. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The proposed solution to this problem as indicated in their study suggests that each IoT domain generates and maintains security keys for IoT devices belong to each domain. 
· To solve this problem, the study adopted hierarchy-based key management, where services and applications credentials are composed of multiple keys based on the level of the application in the hierarchical schema.
· Providing access control strategy that meets the growing requirements of these networks is a challenging problem.
· Due to the constrained resources and distributed, heterogeneous, and scalable architecture of EC-assisted IoT networks, deployment of security services and applications over these networks represents one of the main challenging problems. 
2.2. PROPOSED SYSTEM 
· In light of the defense for cyber security, the privacy computing framework proposed in allows private information exchanges, extensive permission of private information flow in a multi-interface scenario.
· To deal with those challenges, a Trust Management System is proposed where the FC-CPS devices are the trustor and fog assisted nodes are the trustee.
· In, a distributed platform for cloud and fog integrated sCPS(PsCPS) is proposed to relax challenges of such kind of integration.
· The multi-vendor Mobile Edge Computing platforms proposed in  motivates a brand new value chain, novel business opportunities and use cases that is totally out of imagination before. 
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· To be more specific, FC enables repeatable structure in the EC concept, such that network developers can push computation capabilities out of the cloud computing layer to the EC servers in order to enable a robust and scalable performance.
· The authors in conduct a survey to analyze how EC can assist the performance of IoT networks. 
· The performance of EC and cloud computing architectures are also compared in some IoT applications, such as smart transportation, smart city, and smart grid.
· EC-assisted IoT networks have enhanced network performance in terms of reduced latency (both communication and computation), reduced bandwidth usage, reduced device power consumption, and reduced packet data overhead. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	A comprehensive study of security of internet-of-things
	A. Mosenia and N. K. Jha, 
	Internet of Things (IoT), also referred to as the Internet of Objects, is envisioned as a transformative approach for providing numerous services.

	A survey on security and privacy issues in internet-of-things
	Y. Yang, L. Wu, G. Yin, L. Li, and H. Zhao, 
	They are used in our homes, in hospitals, deployed outside to control and report the changes in environment, prevent fires, and many more beneficial functionality.

	The digital universe of opportunities: Rich data and the increasing value of the internet of things
	V. Turner, J. F. Gantz, D. Reinsel, and S. Minton, 
	Unprecedented and exponential data growth is presenting businesses with new and unique opportunities and challenges.

	Data security and privacy-preserving in edge computing paradigm: Survey and open issues
	J. Zhang, B. Chen, Y. Zhao, X. Cheng, and F. Hu, 
	 In this paper, we present a comprehensive analysis of the data security and privacy threats, protection technologies, and countermeasures inherent in edge computing.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard



2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005

CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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                                                      CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
     This paper presents a comprehensive survey on security and privacy issues for the EC-assisted IoT paradigm. To achieve this goal, we first provide an overview of EC-assisted IoT including its applications and architecture. Then, we discuss the advantages and limitations of integrating EC and IoT paradigms. After that, we conduct an in-depth analysis of security and privacy in the context of EC-assisted IoT. In particular, we extensively survey the key classifications and types of possible IoT network security and privacy attacks and the corresponding countermeasures at different IoT network layers along with the related research works. After that, we provide analysis of security and privacy mechanisms, then we classify some of the security and privacy issues reported in the existing research works based on security services and based on security objectives and functions. Lastly, open securityrelated research issues and challenges, in the context of ECassisted IoT, are extensively provided along with possible research directions. 
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