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A Privacy-Preserving and Untraceable Group Data Sharing Scheme in Cloud Computing






ABSTRACT
With the development of cloud computing, the great amount of storage data requires safe and efficient data sharing. In multiparty storage data sharing, first, the confidentiality of shared data is ensured to achieve data privacy preservation. Second, the security of stored data is ensured. That is, when stored shared data are subject to frequent access operations, the server's address sequence or access mode is hidden. Therefore, determining how to ensure the untraceability of stored data or efficient hide the data access mode in sharing stored data is a challenge. By leveraging proxy re-encryption and oblivious random access memory (ORAM), a privacy-preserving and untraceable scheme is proposed to support multiple users in sharing data in cloud computing. On the one hand, group members and proxies use the key exchange phase to obtain keys and resist multiparty collusion if necessary. The ciphertext obtained according to the proxy re-encryption phase enables group members to implement access control and store data, thereby completing secure data sharing. On the other hand, this paper realizes data untraceability and a hidden data access mode through a one-way circular linked table in a binary tree (OLTB) and obfuscation operation.



                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· This consolidates the components supporting high versatility and multi-occupancy, offering high flexibility when compared with the earlier existing computing approaches.
· Virtualization tool can be used as a spirit of distributed computing lifespan and this is inadequate to actually existing resources.
· Their aim is to discuss data segregation technique to enhance data security cloud computing and also describes the advantages and disadvantage of the existing data segregation strategies and techniques.
· In any case, existing mCL-PKE plans are either wasteful due to the utilization of costly matching operations or helpless against partial decoding assaults. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Many researchers have devoted themselves to the design of data sharing schemes in the cloud. But the problems existing in the above research still need to be resolved.
· To achieve this goal, the following challenging problems should be taken into consideration.
· The most worrying problem when users store data in the cloud server is the confidentiality of the outsourced data.
· The intractable problem when sharing data in the cloud using the group manner is to ensure the security of the data when group members dynamically join and quit the group.
· With the popularity of cloud computing, how to achieve secure and efficient data sharing in cloud environments is an urgent problem to be solved. 
2.2. PROPOSED SYSTEM 
· Many researchers proposed models for data protection and to enhance data security such as data segregation techniques.
· Proposed model of Continual Auxiliary Leakage (CAL) which can capture both continual leakage and memory leakage. 
· The author proposed an algorithm SEQ that tells about resource augmentation to give a solution to Maximize Throughput Bounded Degree (MTBD) problem.
· A protected, dynamic and efficient search technique is proposed, which underpins the dynamic cancellation and addition of reports.
· The proposed utilizing these connections to frame dynamic “Social Cloud”, consequently empowering clients to share varied assets inside the setting of social community. 
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· This paper focuses on enabling data sharing and storage for the same group in the cloud with high security and efficiency in an anonymous manner.
· To evaluate the performance, we simulate our scheme using the C programming language with the GMP Library (GMP-6.1.2) and PBC Library (pbc-0.5.14).
· Our goal is to achieve anonymous data sharing under a cloud computing environment in a group manner with high security and efficiency.
· A desired scheme not only supports the participation of any number of users but also supports efficient key and data updating.
· In this paper, we focus on constructing an efficient and secure data sharing scheme that can support anonymous and traceable group data sharing in cloud computing. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Enabling cloud storage auditing with key-exposure resistance
	J. Yu, K. Ren, C. Wang, and V. Varadharajan, 
	Cloud storage auditing is viewed as an important service to verify the integrity of the data in public cloud.

	New publicly verifiable databases with efficient updates
	X. Chen, J. Li, X. Huang, J. Ma, and W. Lou, 
	Besides, we propose a new VDB framework from vector commitment based on the idea of commitment binding.

	New algorithms for secure outsourcing of modular exponentiations
	X. Chen, J. Li, J. Ma, Q. Tang, and W. Lou, 
	In this paper, we propose a new secure outsourcing algorithm for (variable-exponent, variable-base) exponentiation modulo a prime in the two untrusted program model.

	Secure attribute-based data sharing for resource-limited users in cloud computing
	J. Li, Y. Zhang, X. Chen, and Y. Xiang, 
	Data sharing becomes an exceptionally attractive service supplied by cloud computing platforms because of its convenience and economy.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005

CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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                                                      CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 















                               CHAPTER 5
CONCLUSION:
    In this paper, we present a secure and fault-tolerant key agreement for group data sharing in a cloud storage scheme. Based on the SBIBD and group signature technique, the proposed approach can generate a common conference key efficiently, which can be used to protect the security of the outsourced data and support secure group data sharing in the cloud at the same time. Note that algorithms to construct the SBIBD and mathematical descriptions of the SBIBD are presented in this paper. Moreover, authentication services and efficient access control are achieved with respect to the group signature technique. In addition, our scheme can support the traceability of user identity in an anonymous environment. In terms of dynamic changes of the group member, taking advantage of the key agreement and efficient access control, the computational complexity and communication complexity for updating the common conference key and the encrypted data are relatively low. 
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