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Blockchain-Based Decentralized Public Auditing for Cloud Storage







ABSTRACT
Public auditing schemes for cloud storage systems have been extensively explored with the increasing importance of data integrity. A third-party auditor (TPA) is introduced in public auditing schemes to verify the integrity of outsourced data on behalf of users. To resist malicious TPAs, many blockchain-based public verification schemes have been proposed. However, existing auditing schemes rely on a centralized TPA, and they are vulnerable to tempting auditors who may collude with malicious blockchain miners to produce biased auditing results. In this paper, we propose a blockchain-based decentralized public auditing (BDPA) scheme by utilizing a decentralized blockchain network to undertake the responsibility of a centralized TPA, and also mitigate the influence of tempting auditors and malicious blockchain miners by taking the concept of decentralized autonomous organization (DAO). A detailed security analysis shows that BDPA can preserve data integrity against tempting auditors and malicious blockchain miners. A comprehensive performance evaluation demonstrates that BDPA is feasible and scalable.




                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Every existing system uses rewards to encourage peers to participate in the storage process honestly.
· We assume that leaders act in a rational manner, broadcasting new blocks as soon as they are ready. This is a common behavior presents in most of the existing blockchains. 
· On the other hand, in a permissioned setting, nodes must be authorized and sk allows them to authenticate in the system. Revealing sk would allow an attacker to maliciously act in its name and breaks any existing contractual agreement.
· Naturally, as already described, Audita can be implemented by modifying the protocol of an existing blockchain.
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The emergence of blockchain technology provides a new research idea to solve the problem of mutual trust. It utilizes cryptography rather than centralized architecture to build trust in peers for safeguarding interactions of them.
· If it is not equal to the hash value stored in the block body, the file is considered to be damaged.
· This shows that with the increase of files’ sizes, the impact of the network’s I/O on the system is greater than that of waiting for packing into a block.
· Suppose a malicious user change the data of the previous block, it will inevitably cause the hash change of this block, furtherly result in the inconsistency between the hash of previous block and the prehash of current block.
2.2. PROPOSED SYSTEM 
· This paper proposed a public auditing scheme with the blockchain technology to resist the malicious auditors.
· The proposed schemes introduced above have the same problem: the client needs to access the complete data back-up; however, it is not suitable in practice obviously as mentioned before.
· In the practical applications, the integrity checking task is performed by the TPA and most of the schemes proposed later support public auditing.
· Through the analysis above, we can see that the proposed schemes have the following defect present: the security of these schemes relies on the trusted third party—TPA.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· We developed a prototype on Ethereum platform using Aliyun as data storage service and test the performance of uploading and download different size of file. 
· Since the capacity of a block is limited in the blockchain, only very important security information is considered to store into the block, or system performance will not be acceptable. 
· However, it is inefficiency to analyze users’ operation from large amounts of system log records.
· The chained metadata information can later be used for data integrity verification, the chained operation record can later be used for tracing access to file.
· Metadata information can later be used to conduct integrity auditing, behavior auditing can be conducted by analyzing the operation logs. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	A survey on the security of blockchain systems
	Li, X., Jiang, P., Chen, T., Luo, X., Wen, Q.
	In this paper, we conduct a systematic study on the security threats to blockchain and survey the corresponding real attacks by examining popular blockchain systems.

	What supercomputers say: a study of five system logs
	Oliner, A., Stearley, J.
	If we hope to automatically detect and diagnose failures in large-scale computer systems, we must study real deployed systems and the data they generate.

	Privacy as a service: privacy-aware data storage and processing in cloud computing architectures
	Itani, W., Kayssi, A., Chehab, A.
	In this paper we present PasS (privacy as a service); a set of security protocols for ensuring the privacy and legal compliance of customer data in cloud computing architectures. 

	Provable data possession at untrusted stores
	Ateniese, G., Burns, R., Curtmola, R., et al.
	The challenge/response protocol transmits a small, constant amount of data, which minimizes network communication. 



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 


2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard



2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005

CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE

[image: C:\Users\ELCOT-Lenovo\Desktop\pic2.png]



                                          
  
                         


                 
                                                      CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    This paper builds a blockchain-based behavior audit framework that uses blockchain to store files’ metadata information and users’ behavior information. The framework implements operations such as auditing the integrity of files and auditing users’ behaviors. Compared with the traditional logging-based audit method, the security of the audited data is guaranteed. Although the proxy node is used to speed up the query of operations on the block, due to the problem of packing delay in the blockchain system, the file records may be packed into the block for a long time, resulting in a long waiting time for the user to confirm that the operation is recorded in the log. In the meantime, it takes a long time waiting for packing into a block when files are stored, which may lead to that users successfully upload files but cannot immediately query their own files. Through the test we have found that when the file size is increased, the total time spent on packing records into the block gradually decreases. 
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