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Distributed Byzantine-Resilient Multiple-Message Dissemination in Wireless Networks





ABSTRACT
The byzantine model is widely used to depict a variety of node faults in networks. Previous studies on byzantine-resilient protocols in wireless networks assume reliable communications and do not consider the jamming behavior of byzantine nodes. Such jamming, however, is a very critical and realistic behavior to be considered in modern wireless networks. In this paper, for the first time, we integrate the jamming behavior of byzantine nodes into the network setting. We show that, in this much more comprehensive and harsh model, efficient distributed communication protocols can be still devised with elaborate protocol design. In particular, we developed an algorithm that can accomplish the basic multiple-message dissemination task close to the optimal solution in terms of running time. Empirical results validate the byzantine-resilience and efficiency of our algorithm.





        	
                
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· An important distinguishing element of these networks from “standard” networks is that they do not rely on any pre-existing infrastructure or management authority. 
· This allows all nodes to learn about the existence of messages they did not receive either due to collisions or due to a Byzantine behavior by an overlay node.
· Thus, it tells the VERBOSE failure detector to suspect a given node only if some other nodes have sent messages with a given message; the existence of such messages “prove” that the node in question has generated an unnecessary message. 
· An appealing property of the protocol is that it only requires the existence of one correct node in each one-hop neighborhood. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The problem of secure multicast in wireless networks was less studied and only outside attacks were addressed.
· Most of the work addressing application security issues related to multicast in wireless networks focused on the problem of group key management in order to ensure data confidentiality and authenticity.
· We show through simulations that the impact of several Byzantine attacks (flood rushing, black hole and wormhole) on a previously proposed secure multicast routing protocol is considerable and cannot be ignored.
· Flood rushing has a noticeable impact especially for small group sizes and for low mobility levels. 
2.2. PROPOSED SYSTEM 
· A framework for fault-tolerance by adaptation was proposed. In this framework, a simple protocol is run during normal operation alongside some failure detection mechanism.
· Mute failure detectors were initially proposed in order to solve Byzantine Consensus in otherwise asynchronous systems.
· Another secure routing protocol (SRP) has been proposed in. SRP requires a secure association between each pair of source and destination but assumes that Byzantine nodes do not collude.
· Also, the works in have proposed a formal framework for defining and implementing reliable multicast protocols in a hybrid failure environment (Byzantine, crash, and omission) based on modern cryptography.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· We present next a more efficient strategy, which can reduce the computational load on tree nodes, especially under ideal conditions.
· Strategic positioning has a crippling effect on the performance of A-MAODV even more when adversaries explicitly join the multicast group.
· A more efficient strategy is that a node concatenates its identifier and rate to MRATE only if the node’s perceived rate is smaller than the last recorded rate in MRATE by more than δ.
· This hop count authentication mechanism is used by the group leader when sending tree token and MRATE messages. It is also used during route discovery to allow nodes that forward a route reply message to prove their hop distance from the tree node that initiated the route reply message .
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	BSMR: Byzantine-resilient secure multicast routing in multi-hop wireless networks
	R. Curtmola and C. Nita-Rotaru, 
	Our protocol is a software-based solution and does not require additional or specialized hardware.

	Flooding-based geocasting protocols for mobile ad hoc networks
	Y. B. Ko and N. H. Vaidya, 
	A geographical area is associated with each geocast, and the geocast is delivered to the nodes within the specified geographical area.

	Anonymous gossip: Improving multicast reliability in mobile ad-hoc networks
	R. Chandra, V. Ramasubramanian, and K. Birman, 
	This is extremely desirable for mobile nodes, that have limited resources, and where the knowledge of group membership is difficult to obtain.

	Scalable multicasting: the core-assisted mesh protocol
	E. L. Madruga and J. J. Garcia-Luna-Aceves, 
	A different approach to multicast routing consists of building a shared mesh for each multicast group.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005






CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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                                                      CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
     In this paper we have discussed several aspects that make designing attack-resilient multicast routing protocols for multihop wireless networks more challenging than their unicast counterpart. A more complex trust model and underlying structure for the routing protocol make solutions tailored for unicast settings not applicable for multicast protocols. In the absence of adequate defense mechanisms, Byzantine attacks can prevent multicast protocols to achieve their design goals. As in the unicast setting, strategic adversarial positioning and flood rushing can increase the effectiveness of an attack. However, the multicast group membership status introduces an extra dimension which can alter the attack effectiveness: For example, the impact of flood rushing is minimized when adversaries join the group before the honest nodes. 
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