14









Cascading Failure A nalysis of Cyber Physical Power Systems Considering Routing Strategy






ABSTRACT
In this brief, we develop a novel model to study the cascading failure in cyber-physical power systems. We use a discrete packet traffic model that follows a specific routing strategy to describe the dynamic data transmission in the information network. Moreover, the dynamic load flow model that takes into account the power-frequency characteristics of loads and generators is applied to describe the dynamic flow process of the power network. Our proposed model allows to consider the impacts of data packet transmission failures and voltage-related failures in the cascading process. Furthermore, we analyze the effects of routing strategy and information network topology on the severity of cascading failure. Simulation results verify the applicability of the proposed model and reveal the way in which routing strategy affects the cascading failure of cyber-coupled systems. In addition, we show that when the main hub in the information network is used as a dispatching center, a spreadout degree distribution of the information network reduces the severity of cascading failure in the cyber-coupled system.



                                    
                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The initial network consists of three nodes and three edges. Every two nodes are connected by an edge. Each time, add a new node to the network which is connected to two existing nodes in the current network.
· The probability that the new node will be connected to an existing node depends on the degree of the existing node.
· Cyber nodes are the abstractions of cyber devices and related algorithms, such as SAS. Cyber edges are the abstractions of communications links. Scale-free network is a typical complex network which widely exists in the real world.
· In this paper, a CPPS model, which consists of cyber layer, physical layer and cyber-physical interface, is presented using complex network theory. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· It is in need for research on modeling of communication network, and the coupling relation with physical power grid. 
· Further, the effect from communication network should be additionally added into the problem that analyzes the vulnerability of physical power grid.
· This case can cause great damage on systems, such as traffic jam in transportation system, short circuit in physical power grid, information congestion in communication networks, etc.
· In giant component evaluation results, the robustness index of systems almost maintains the same value in many scenes when different node falls faulty, difficult to distinguish their difference of damage on systems. 
2.2. PROPOSED SYSTEM 
· A cyber-physical equivalent model for a hierarchical control system (HCS) had been proposed in . 
· The HCS network was abstracted to a node-branch graph using this model, and information flow was expressed by a series of mathematical equations for the sake of cyber-contingency assessment.
· A vulnerability analysis method is proposed, and the CPPS performance before and after cascading failures is analyzed by the proposed method to calculate vulnerability indices.
· The impact of direct cyber-power interdependencies (DCPIs) was also studied in , and risk assessment methods under different distributed generation (DG) scenarios were proposed.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· In cyber-physical power systems, the main function of physical devices is to transmit power energy/control commands, and the state of physical devices directly affects transmission efficiency of systems.
· Although these quantitative indexes can be employed to evaluate the vulnerability of systems, the evaluation result merely concerns the statistical analysis of surviving nodes or links in systems, which is unable to analyze the entire performance of systems.
· We evaluate systems vulnerability in cascading failure in terms of two evaluation approaches, efficiency index and giant component approaches.
· By means of advanced Information and Communication Technology (ICT), cyber-physical power systems can better realize the aim of real-time monitor and dynamic adjustment in contingency.
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	The third industrial revolution: how lateral power is transforming energy, the economy, and the world
	Rifkin, J.
	Through this academic framework, he explores and welcomes this third industrial revolution through the changes in communication and energy sources.

	Analyzing cyber-physical energy systems: The inspire cosimulation of power and ict systems using hla
	Georg, H., Müller, S.C., Rehtanz, C., Wietfeld, C
	The simulation results underline the interdependencies of power and ICT systems, and the necessity of an integrated analysis.

	Energy saving estimation in distribution network with smart grid-enabled cvr and solar pv inverter
	Singh, S., Singh, S.P.: 
	The test system and control algorithms have been developed and simulated in open distribution system simulator interfaced with MATLAB.

	Catastrophic cascade of failures in interdependent networks
	Buldyrev, S.V., Parshani, R., Paul, G., Stanley, H.E., Havlin, S.: 
	Complex networks have been studied intensively for a decade, but research still focuses on the limited case of a single, non-interacting network.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005

CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
 SYSTEM ARCHICTURE
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                                                      CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
   In this paper, we propose a partial random coupling cyber-physical power systems model. Employing model of traffic loads in systems, we define load spill index to analyze dynamic states of nodes in cascading failure. Vulnerability matrix of systems is established to analyze the effect of communication network on physicalpower grid. Further, efficiency index is defined to analyze connectivity of systems. Simulation results prove that connectivity of systems is positively correlational with coupling strength and overload coefficient. Based on game playing between gain and cost, increasing coupling strength is superior to increasing overload coefficient and average degree in systems. In systems coupled with IEEE 118 bus test system and double-star network, systems connectivity does not monotonously change with increase of average degree of communication network, and may reach the opposite result when outnumbering the threshold of average degree. 
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