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ABSTRACT
Resilient distributed coordination control is studied on multiarea power systems with low inertia under hybrid attacks, including denial-of-service (DoS) attack and deception attack. The communication among various areas under the DoS attack is deteriorated to switching residual topologies whose time characteristic is modeled by model-dependent average dwell time (MDADT). Deception attack with malicious strategy targeting at negative feedback control is modeled by a sign function. To obtain resilience performance of the power system under low inertia and hybrid attacks, resilient distributed scheme combining load-frequency control (LFC) with virtual inertia control (VIC) is proposed. Then, resilient frequency control problem of the studied power system is converted to H∞ control of the switched nonlinear system. By employing the Lyapunov stability theory and switched system method, the resilient conditions are given by the lower bound of the average dwell time of each residual topology and the upper bound of deception attacks. Furthermore, a linear matrix inequality (LMI) technique is used to design the distributed resilient control gains of the LFC-VIC scheme. Finally, a simulation of four-area power systems is carried out to verify the validness of our theory.

                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Researchers have also investigated resilience to communication flaws (e.g., packet loss, delay, and link failure) in the cyber layer of microgrids.
· However, the scalability of the P2P configuration is largely constrained by the existing communication infrastructure. 
· A hierarchical structure that is locally distributed and globally centralized is viewed as one of the most promising trends in this area.
· Other researchers have leveraged distributed peer-to-peer (P2P) communication protocols and noise-resilient state-observer techniques to achieve resilience against communication channel noise and disturbances.
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The proposed distributed algorithms rely on the communication network for exchanging information. 
· Thus, failures in the communication network, caused by disconnection of communication links, cyber-attacks, delay and other channel imperfections can jeopardize the performance of the algorithms and lead to system-level reliability problems.
· This problem has not received much attention in smart power grids. Thus, this two-part paper aims to address this open problem for the distributed frequency regulation (DFR) algorithm.
· The DFR problem is formulated based on the quasi-steady state model of the prosumer power system. 
2.2. PROPOSED SYSTEM 
· To improve the robustness of DSE under the presence of outliers, least-absolute-value (LAV) and generalized maximumlikelihood (GML) methods have been proposed.
· Regarding the host-based approach, an embedded intrusion detection method was proposed in for intelligent electronic devices (IED) in substations that monitor all incoming Generic Object-Oriented Substation Events (GOOSE) and Sampled Values (SV) messages to enhance cybersecurity.
· A hierarchical IDS framework was proposed in [84], which employed an SVM and an artificial immune system to analyze network traffic at every layer of a smart grid.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The resilient DFR can provide many advantages for today’s power grids. For instance, it can complement today’s AGC systems, minimize system-wide control effort for regulating frequency, and require less sensing and communication compared with today’s centralized communication/control systems.
· The loads have a frequency-dependent component that will have an automatic beneficial effect without a controller. 
· This frequency-dependent component can be modeled as damping coefficient.
· Under distributed frequency regulation, prosumers detect a frequency deviation and act accordingly to their physical characteristics such as droop and damping, effectively solving a distributed cost minimization. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Distributed MPC strategies with application to power system automatic generation control
	A. Venkat, I. Hiskens, J. Rawlings, and S.Wright, 
	These subsystem-based MPCs work iteratively and cooperatively towards satisfying systemwide control objectives.

	Decentralized model predictive based load frequency control in an interconnected power system
	T. Mohamed, H. Bevrani, A. Hassan, and T. Hiyama, 
	This paper presents a new load frequency control (LFC) design using the model predictive control (MPC) technique in a multi-area power system.

	Distributed output feedback MPC for power system control
	A. N. Venkat, I. A. Hiskens, J. B. Rawlings, and S. J. Wright, 
	In this paper, a distributed output feedback model predictive control (MPC) framework with guaranteed nominal stability and performance properties is described.

	A decentralized solution to the DC-OPF of interconnected power systems
	A. G. Bakirtzis and P. N. Biskas, 
	This paper presents a new method for the decentralized solution of the DC optimal power flow (OPF) problem in large interconnected power systems.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005







CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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                                                      CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
   This paper proposed a communication-failure-resilient framework for distributed frequency regulation in prosumer power grids. The resilient DFR algorithm is scalable and can be implemented on utility-level prosumers as well as microgrids. The algorithm relies on communication among prosumers. Therefore, the communication network should support the functionality of the distributed algorithms and satisfy the communication standards of IEEE and IEC. We have shown that under normal conditions prosumers need to solely communicate with their neighbors, but, duringcommunication failures, prosumers need to extend the communication hops to maintain system-wide stability as well as fair power sharing. The resilient DFR can provide many advantages for today’s power grids. For instance, it can complement today’s AGC systems, minimize system-wide control effort for regulating frequency, and require less sensing and communication compared with today’s centralized communication/control systems. 
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