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ABSTRACT
    Mission-critical networks, which for example can be found in autonomous cars and avionics, are complex systems with a multitude of interconnected embedded nodes and various service demands. Their resilience against failures and attacks is a crucial property and has to be already considered in their design phase. In this paper, we introduce a novel approach for optimal joint service allocation and routing, leveraging virtualized embedded devices and shared backup capacity for the fault-tolerant design of mission-critical networks. This approach operates in phases utilizing multiple optimization models. Furthermore, we propose a new heuristic that ensures resource efficiency and faulttolerance against single node and link failures as pre-requisite for resilience. Our experiments for different application scenarios indicate that our heuristic achieves results close to the optimum and provides 50% of capacity gain compared to a dedicated capacity protection scheme. Moreover, our heuristic ensures faulttolerance against at least 90% of all potential single node failures 



                                            
                         CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The existing embedded security methods have been found ad-hoc, passive and strongly rely on building and maintaining trust. 
· To the best of our knowledge to date, no existing embedded security microarchitecture or defence mechanism provides continuity of data stream or security once trust has broken.
· The existing embedded systems lack the capability to respond against attacks, making a need for active response against attacks a fundamental security requirement for cyber resilient embedded systems. 
· Nevertheless, constantly evolving cyber attacks demand continuous reevaluation for effective response and mitigation strategies 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Implement the column generation method to enhance our previous model and to solve the extended problem for larger topologies and service overlays more effectively. 
· The resulting model provides fault-tolerance against all single node failures.
· we introduce our service-based resilience model and the optimization models for the resilient service deployment and routing problem under shared backup capacity.
· Some other related studies present the optimization problems with resilience constraints.
2.2. PROPOSED SYSTEM 
· The paper establishes a strong need for embedded cyber resilience for smart technologies, due to lack of active detection, response and recovery security functionalities within existing embedded security systems. 
· This is due to the majority of embedded security technologies being guided by trust, which has been compromised due to a lack of runtime monitoring and system-level visibility of resources and system activities. 
· Therefore, this paper proposed three embedded microarchitectural characteristics, allowing independent active runtime system monitoring and active response functions to enhance, maintain and ensure secure operation during the life cycle of the device.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Minimizing the total path length can be considered as both performance and cost optimization. 
· That is, allocating shorter paths enables establishing low-latency communications, i.e., here with less hops, and decreasing the number of occupied links, which is especially important for mission-critical networks to reduce the cost and the complexity of the system.
· To measure the performance of our optimization scheme and heuristic, we considered a number of scenarios and used a set of metrics.
· We evaluated the performance of the optimization models and the heuristic for different types of topologies and service overlays. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Intelligent Manufacturing in the Context of Industry 4.0: A Review
	R. Y. Zhong, X. Xu, E. Klotz, and S. T. Newman, 
	 It thus enables companies to cope with the challenges of producing increasingly individualized products with a short lead-time to market and higher quality.

	Integrated Sensor Electronics with Self-X Capabilities for Advanced Sensory Systems as a Baseline for Industry 4.0
	A. Koenig, 
	The increasingly rich and diverse portfolio of sensors and application domains, e.g., Industry 4.0 and general intelligent systems, requires flexible, increasingly generic, accurate, and long-term dependable integrated electronics realizations.

	Wireless Sensor Network Virtualization: A Survey
	I. Khan, F. Belqasmi, R. Glitho, N. Crespi, M. Morrow, and P. Polakos, 
	Wireless Sensor Networks (WSNs) are the key components of the emerging Internet-of-Things (IoT) paradigm. They are now ubiquitous and used in a plurality of application domains

	Overlay Virtualized Wireless Sensor Networks for Application in Industrial Internet of Things: A review
	M. Nkomo, G. P. Hancke, A. M. Abu-Mahfouz, S. Sinha, and A. J. Onumanyi, 
	 In particular, an area of interest that concerns the use of WSNs in IIoT is the concept of sensor network virtualization and overlay networks.









2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
























CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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                                                      CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 
















                        
CHAPTER 5
CONCLUSION:
    Mission-critical systems typically include several safetycritical services, which require considering their resilience against failures and attacks and already at the design stage. In this study, we present a service-based network design in which we embed an overlay of services and the traffic demands as well as QoS requirements between them in a mission-critical embedded network in a fault-tolerant manner. Extending our previous work in [10], we formulate the joint service deployment and routing problem as a series of optimization models to obtain a resource-efficient and resilient network model that provides fault-tolerance against single link and node failures leveraging shared backup protection and service migration schemes. To solve larger problem instances, we apply the column generation method in our optimization models. As finding the optimal solution for that joint problem is known to be NP-hard, we also propose a heuristic. 
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