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ABSTRACT
    Reversible data hiding in encrypted images (RDHEI) is an effective technique of data security. Most state-of-theart RDHEI methods do not achieve desirable payload yet. To address this problem, we propose a new RDHEI method with hierarchical embedding. Our contributions are twofold. (1) A novel technique of hierarchical label map generation is proposed for the bit-planes of plaintext image. The hierarchical label map is calculated by using prediction technique, and it is compressed and embedded into the encrypted image. (2) Hierarchical embedding is designed to achieve a high embedding payload. 
    This embedding technique hierarchically divides prediction errors into three kinds: small-magnitude, medium-magnitude, and largemagnitude, which are marked by different labels. Different from the conventional techniques, pixels with small-magnitude/largemagnitude prediction errors are both used to accommodate secret bits in the hierarchical embedding technique, and therefore contribute a high embedding payload. Experiments on two standard datasets are discussed to validate the proposed RDHEI method. The results demonstrate that the proposed RDHEI method outperforms some state-of-the-art RDHEI methods in payload. The average payloads of the proposed RDHEI method are 3.4568 bpp and 3.6823 bpp for BOWS-2 dataset and BOSSbase dataset, respectively. 
                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

 There are many novel reversible data hiding scheme for encrypted image available which are made up of image encryption, data embedding and dataextraction/image-recovery phases. In which the data of original cover are entirely encrypted and the additional message is embedded by modifying a part of encrypted data. At receiver side, with the aid of spatial correlation in natural image, the embedded data are successfully extracted while the original image is perfectly recovered. Some of the methods are discussed in next section. This paper is organized as follows in introduction Section general guidelines about cryptography and encryption. In Section 2 literature review on existing research paper.
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
    To address the above problems, we propose a new RDHEI method based on hierarchical embedding. The proposed RDHEI method is error-free and can reach a high payload. The main contributions of our work are summarized as follows. (1) A novel technique of hierarchical label map generation is proposed for the bit-planes of plaintext image. The hierarchical label map is calculated before image encryption by using prediction technique.During data embedding, it is firstly compressed and then embedded into the encrypted image. In addition, it is also used to assist exact data extraction and image recovery. (2) Hierarchical embedding is designed to achieve a high embedding payload meanwhile full reversibility is guaranteed. 
2.2. PROPOSED SYSTEM 
· This work proposes a similar algorithm including the use of quantities of the random variable on the swarm of particles in order to estimate the next level. The main difference is their two stage procedure they first run the algorithm just to compute the levels and then they restart from the beginning with these proposed levels. Actually in this method it is shown that by computing the levels on the fly within the same run as the one to compute the rare event probability paid a small bias on the estimate.
· Here they proposed a new way of analyzing the noise sensitivity of every pixel based on the local region image content such as texture, edge and luminance information and it can be done either embedded in the spatial domain or can beDCT coded to be embedded in the transform domain has a JPEG standard.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The RRBE-based methods can achieve good embedding performance, but they require extra pre-processing before image encryption, which increases computational cost for the content owner.
· To make high embedding capacity, some researchers are inclined to design specific encryption which can both provide confidentiality for original image and remain the redundancy within the encrypted image. 
· Since spatial redundancy exists in the encrypted image, specific encryption based method can achieve better embedding performance than the stream cipher based VARE method.
· It can be seen that the ER results on the two databases also illustrate that the the ER of the proposed method reaches the best performance. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Robust image hashing with ring partition and invariant vector distance
	Z. Tang, X. Zhang, X. Li, and S. Zhang, 
	We incorporate ring partition and invariant vector distance to image hashing algorithm for enhancing rotation robustness and discriminative capability.

	Fragile image watermarking with pixel-wise recovery based on overlapping embedding strategy
	C. Qin, P. Ji, X. Zhang, J. Dong, and J. Wang, 
	In this paper, we propose a new fragile watermarking scheme with high-quality recovery capability based on overlapping embedding strategy. 

	Robust image hashing with tensor decomposition
	Z. Tang, L. Chen, X. Zhang, and S. Zhang, 
	This paper presents a new image hashing that is designed with tensor decomposition (TD), referred to as TD hashing, where image hash generation is viewed as deriving a compact representation from a tensor.

	Toward construction-based data hiding: From secrets to fingerprint images
	S. Li and X. Zhang, 
	In this paper, we propose a construction-based data hiding technique which transforms a secret message into a fingerprint image directly. 









2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005










CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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                                                      CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 















                        CHAPTER 5
CONCLUSION:
    In this paper, we have proposed a new RDHEI method based on hierarchical embedding, which is error-free and achieves a very high payload. An important contribution is the new technique of hierarchical label map generation. The label map is determined by prediction technique and it is compressed and embedded into the encrypted image. In addition, the hierarchical embedding is proposed to divide prediction errors into small-magnitude errors, medium-magnitude errors and large-magnitude errors, and those pixels with smallmagnitude/large-magnitude prediction errors are both used to accommodate secret bits. Many experiments have been done. 
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