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Attribute-Based Data Sharing Scheme Revisited in Cloud Computing







ABSTRACT
   Ciphertext-policy attribute-based encryption (CPABE) is a promising encryption technology for secure data sharing in cloud computing, in which data owner can fully control access structure associated with a ciphertext. However, it brings a major drawback which is known as key escrow problem, since the decryption users’ secret keys are issued by an unconditionally trusted third party (i.e. key authority). In addition, there is another problem that most of CP-ABE schemes cannot express arbitrary-state attributes. In this paper, we revisited attributebased data sharing scheme in order to solve the key escrow issue and improve the ability of attribute expression in cloud computing.An improved two-party key issuing protocol ensures that neither key authority nor cloud service provider can generate the whole secret keys of users individually. Moreover, the function of weighted attribute is provided to enhance the attribute expression, which can not only extend attributes from binary state to arbitrary states, but also reduce the complexity of access policy associated with a ciphertext. Therefore, both ciphertext storage and time cost in encryption are saved. The performance analysis and security proof show that the proposed scheme is efficient to securely achieve data sharing in cloud computing. 


                          
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· In our scheme, expensive bilinear pairing operation in KP-ABE replaces with point scalar multiplication on ECC and makes a lightweight data sharing scheme which is quite suitable for using in computationally limited devices such as smart phones. 
· Our proposed scheme also presents two important security requirements, user revocability and DoS attack resiliency. 
· Finally, we compare the lightweight feature of our scheme with the existing ABE schemes and show that it is more efficient and practical than others.
· Since bilinear mapping and modular exponentiation are expensive operations, most of the existing RSA based ABE schemes suffer from high encryption and decryption overhead. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· we propose an improved key issuing protocol to resolve the key escrow problem of CP-ABE in cloud computing. 
· The protocol can prevent KA and CSP from knowing each other’s master secret key so that none of them can create the whole secret keys of users individually. 
· Thus, the fully trusted KA can be semi-trusted in the proposed scheme. In this case, data confidentiality and privacy can be ensured. 
· we present weighted attribute to enhance the expression of attribute. 
· The weighted attribute can not only express arbitrary-state attributes instead of the traditional binary state, but also reduce the complexity of access policy. 
2.2. PROPOSED SYSTEM 
· A privacy aware smart health access control system (PASH) is proposed in, where a large universe CP-ABE scheme with partially hidden access policies is introduced to deal with both data security and user privacy issues.
· It takes charge of computing corresponding private keys for users and publishes the keys among them. It also is responsible for revoking the users. 
· The AA is assumed to be honest but curious, that is, it will not deny services to any authorized users and it will correctly follow the proposed protocol, but it is curious about the data content and it would like to obtain as much private information as possible.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· We also observe that all experimental results are gradually increasing and approximately follow a linear relationship with the number of weighted attributes. 
· Therefore, with a small error tolerance, we estimate their limit values, where the mathematical expressions are computed by using the mean algorithm. 
· When N → ∞, the limit value of space saving in CP-WABE-RE scheme is approximately equal to 48.39% comparing to . 
· The cost is reduced by nearly half in theory which is consistent with the above efficiency analysis. Comparing with our scheme and, the saved storage cost is approximately 64.47% which matches the corresponding limit value in theory. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	A survey on decentralized online social networks
	T. Paul, A. Famulari, and T. Strufe, 
	Decentralized Online Social Networks (DOSNs) have recently captured the interest of users because of the more control given to them over their shared contents.

	An efficient hybrid peer-to-peer system for distributed data sharing
	M. Yang and Y. Yang, 
	The objective of this work is to design a hybrid peer-to-peer system for distributed data sharing which combines the advantages of both types of peer-to-peer networks and minimizes their disadvantages.

	Privacypreserving public auditing for secure cloud storage
	C. Wang, S. S. Chow, Q. Wang, K. Ren, and W. Lou, 
	To securely introduce an effective TPA, the auditing process should bring in no new vulnerabilities toward user data privacy, and introduce no additional online burden to user.

	Ciphertext-policy attributebased encryption
	J. Bethencourt, A. Sahai, and B. Waters, 
	In several distributed systems a user should only be able to access data if a user posses a certain set of credentials or attributes









2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005

CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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                                                      CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 














                              CHAPTER 5
CONCLUSION:
     In this paper, we revisited an attribute-based data sharing scheme in cloud  computing. The improved key issuing protocol was presented to resolve the key escrow problem. It enhances data confidentiality and privacy in cloud system against the managers of KA and CSP as well as malicious system outsiders, where KA and CSP are semi-trusted. In addition, the weighted attribute was proposed to enhance the expression of attribute, which can not only describe arbitrarystate attributes, but also reduce the complexity of access policy, so that the storage cost of ciphertext and time cost in encryption can be saved. Finally, we presented the performance and security analyses for the proposed scheme, in which the results demonstrate high efficiency and security of our scheme. 
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