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IPvest Clustering the IP traffic of network entities hidden behind a single IP address using machine learning





ABSTRACT
IP Networks serve a variety of connected network entities (NEs) such as personal computers, servers, mobile devices, virtual machines, hosted containers, etc. The growth in the number of NEs and technical considerations has led to a reality where a single IP address is used by multiple NEs. A typical example is a home router using Network Address Translation (NAT). In organizations and cloud environments, a single IP can be used by multiple virtual machines or containers running on a single device. Discovering the number of NEs served by an IP address and clustering their traffic correctly is of value in many use cases for security, lawful interception, asset management, and other purposes. 
     In this paper, we introduce IPvest, a system that incorporates unsupervised and supervised learning algorithms based on various features for counting and clustering network traffic of NEs masqueraded by a single IP. The features are based on the characteristics of operating systems (OSs), NAT behavior, and users’ habits. Our model is evaluated on real-world datasets including Windows, Linux-based, Android, and iOSbased devices, containers, virtual machines, and load-balancers. We show that IPvest can count the number of NEs and cluster their traffic with high precision, even for containers running on a single device and servers behind a load-balancer. 	
                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Each group might have a different IP size distribution. However, entities within the same group are expected to share a similar distribution. 
· Since the majority of fraudulent clicks are already filtered out by existing detection systems, we use the aggregate distribution of legitimate IP sizes within each group as an estimation of the true (unknown) IP size distribution for that group. 
· Next, we use a set of statistical methods to accurately characterize the deviation between the observed and expected distribution. 
· As, different attacks result in different deviations in the IP size distribution. 

2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The task of device fingerprinting based on various parameters was studied in various works. This topic is in the neighborhood of the DeNAT and the device counting challenges discussed in this study. If fingerprinting can be applied, it might provide the answer to the number of devices in the network. Generally, the challenge of device fingerprinting is different from clustering traffic, but it can be used to identify devices after clustering is implemented. 
· In this paper, we introduce the challenge of identifying services sharing the same container. 
· As we did not find any studies dealing with containers and traffic clustering, to the best of our knowledge, this is the first study addressing this issue. 
2.2. PROPOSED SYSTEM 
A different line of research has proposed a data analysis approach to discriminate legitimate from fraudulent clicks. focuses on the problem of finding colluding publishers. 
The proposed system analyzes the IP addresses generating the click traffic for each publisher and identifies groups of publishers that receive their clicks from roughly the same IPs. addresses the scenario of a single publisher generating fraudulent traffic from several IPs.
A single publisher that receives a few clicks can evade the proposed system, but at the expense of throttling its own attacks. A set of publishers with a few clicks each can potentially collude to generate an aggregate large number of fraudulent clicks.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· There are several advantages for the usage of IPvest as a whole system rather than using only this rule. 
· First, in many cases, the particular network configuration is not known in advance, and only after activating IPvest, we obtain the knowledge of the network’s configuration. 
· Second, in other scenarios, the rule is more complex (like in the previous experiment) and could not be applied without adding more features to the clustering. 
· Third, often network configuration changes (e.g. by adding another device of a different type), and after such a change a simple rule may fail without providing indication. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	An attacker looks at docker: Approaching multi-container applications
	W. McGrew, 
	A hacker can expect to leave this presentation with a practical exposure to multi-container application post-exploitation that is as lightweight in buzzwords as is possible with such a trendy topic among developers.

	Netflow based system for NAT detection
	V. Krmicek, J. Vykopal, and R. Krejcí, 
	There are several techniques proposed on how to detect NAT devices in the computer networks, but all these methods suffer from high false positive rate

	Can we identify NAT behavior by analyzing traffic flows?
	Y. Gokcen, V. A. Foroushani, and A. N. Zincir-Heywood, 
	It is shown in the literature that network address translation devices have become a convenient way to hide the source of malicious behaviors

	Time has something to tell us about network address translation
	E. Bursztein, 
	This technique based on TCP timestamp option, work with Linux and BSD system and therefore is complementary to the previous one base on IPID than does not work for those systems.









2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005









CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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                                                      CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    The proliferation in the amount of NEs has led to a reality where a single IP address is used by multiple entities. In this paper, we introduced the IPvest system, a ML-based model that thoroughly analyzes network features to count the NEs and cluster their traffic. The system uses a classification model for feature selection, a novel algorithm called DGA for counting the number of NEs, and clustering algorithms to cluster the flows of the NEs. We found that behavioral features based on the topics of interest and user browsing habits contributed to longterm captures. Counting NEs by using a short time period (∼seconds) can be a lower bound to the actual number of NEs. 
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