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1. ABSTRACT

Fault tolerance is a major concern to guarantee availability and reliability of critical services as well as application execution. In order to minimize failure impact on the system and application execution, failures should be anticipated and proactively handled. Fault tolerance techniques are used to predict these failures and take an appropriate action before failures actually occur. This paper discusses the existing fault tolerance techniques in cloud computing based on their policies, tools used and research challenges. Cloud virtualized system architecture has been proposed. In the proposed system autonomic fault tolerance has been implemented. The experimental results demonstrate that the proposed system can deal with various software faults for server applications in a cloud virtualized environment.






















2. EXISTING SYSTEM
Cloud computing has multiple characteristics; high availability and reliability are most essential cloud characteristics, the traditional way for achieving reliable  and highly available cloud service is to use a fault tolerance module. The simplest definition of fault tolerant system is the ability to continue computing processing despite the presence of a hardware failure. The failures that occur in cloud computing can be classified into two classes namely; First, Data Failures such as data corruption, missing source data and other flaws in the data. Second, Hardware failure such as faulty or slow VMs and storage access exception. 
















2.1 DISADVANTAGES OF EXISTING SYSTEM

· There are more chances of errors because processing is done on remote computers.
· Failures occurring in the data centers are not in the scope of the user’s organization necessitating the implementation of an autonomous fault tolerance technique for applications computing on cloud environment.
· It is difficult to interpret the changing system state because cloud environment are dynamically scalable, unexpected and often virtualized resources are provided as a service.
· Limited information is provided to the users because of high system complexity, so it is difficult to design an optimal fault tolerance solution.
· Fault Prediction and Monitoring framework needs to be developed for real time applications that execute in cloud environment. 









3. PROPOSED SYSTEM
In order to achieve the objective “study and analyze various fault tolerance and fault detection techniques in cloud computing” a comprehensive literature survey was carried out for cloud computing and various fault detection and fault tolerance techniques implemented in cloud computing. An extensive literature review was carried out for various models of artificial neural networks which can be used for fault detection. Our proposed failure detector is based on Heartbeat strategy which uses Artificial Neural Network for the estimation of expected arrival time from a virtual machine. To implement the proposed algorithm using Cloud sim the work is encompassed as.
i. The monitoring process q uses an estimated value (TO) which conveys q how much time it has to wait for the next heartbeat message from a process p.
ii. If after TO, qdoes not receive the heartbeat message from p, it will start suspecting p.
iii. TO is allowed to change over time to make it adaptive with actual communication loads.
iv. Time interval (TO) comprise of two values: the estimated time for the arrival of the next heartbeat message (ET) and the safety margin (a). The safety margin computed by ANN will help the detector to avoid false detections. TO=ET+ a




3.1. ADVANTAGES OF PROPOSED SYSTEM
· Pro-active fault tolerance mechanism designed for dynamic clouds using Artificial Neural Network for fault detection can prove more beneficial than traditional models.
· The algorithm will provide detection time that is independent from the last heartbeat message, thus making the failure detector adaptive and increasing its accuracy. 






















4. INTRODUCTION
Cloud computing alludes to the delivery of computing resources over the Internet. As opposed to keeping information on our own hard drive or upgrading applications for our needs, we can utilize a service over the Internet, at an alternate area, to store our data and Use its applications. The thought of cloud computing is focused around a basic idea of reusability of IT abilities [1, 3]. Cloud computing is built upon virtualization, distributed computing, utility computing, and more recently networking, web and software services. Individuals and organizations use hardware and software managed by third parties at remote location. Online file storage, social networking sites, webmail, and online business applications are some common cloud services. User can use these services without knowing the underlying hardware and software details [2]. A real time system can utilize the immense computing capabilities and virtualized environment of cloud for the execution of tasks. On the other side, most of these are safety critical systems which require high reliability and high level of fault tolerance for their execution.
i. Introduction to various fault tolerance and fault detection techniques in cloud computing.
ii. Review of various types of fault detectors used for fault detection are reviewed.
iii. A theoretical foundation of artificial neural network based approach for detecting the faults in cloud computing.



Cloud computing is a style of computing where service is provided across the Internet using different models and layers of abstraction. It refers to the applications delivered as services [5] to the mass, ranging from the end-users hosting their personal documents on the Internet to enterprises outsourcing their entire IT infrastructure to external data centers. A simple example of cloud computing service is Yahoo email or Gmail etc. Although cloud computing has been widely adopted by the industry, still there are many research issues to be fully addressed like fault tolerance, workflow scheduling, workflow management, security etc.Fault tolerance is one of the key issues amongst all. It is concerned with all the techniques necessary to enable a system to tolerate software faults remaining in the system after its development. When a fault occurs, these techniques provide mechanisms to the software system to prevent system failure occurrence . The main benefits of implementing fault tolerance in cloud computing include failure recovery, lower cost, improved performance metrics etc. This paper aims to provide a better understanding of fault tolerance challenges and identifies various tools and techniques used for fault tolerance. When multiple instances of an application are running on several virtual machines and one of the server goes down, there is a need to implement an autonomic fault tolerance technique that can handle these types of faults. To address this issue, cloud virtualized system architecture has been proposed and implemented using HAProxy.The proposed architecture also has been validated through experimental results. The rest of the paper is organized as follows. Section 2 discusses fault tolerance techniques based on their policies. Section 3 presents challenges of implementing fault tolerance in cloud computing .Section 4 identifies the comparison between various tools used for implementing fault tolerance Techniques with their comparison table. Section 5 presents proposed cloud virtualized architecture and implementation with experimental results. Section 6 Finally concludes the paper.


4 .1 Cloud Components 
Cloud computing is made up of several elements. Each element has a purpose which plays specific roles which can be classified as clients, Distributed servers, data centers. 
 Clients: These are typically the computers which are used by the end users i.e. the devices which can be used by the end user to manage the information on cloud (laptops, mobile phones, PADs etc.) 
 Data center: These are collection of servers where the service is hosted. In order to create number of virtual server on one physical server in data center, virtualization is used. 
 Distributed servers: These are servers which are located in different geographical place. It provides better accessibility, security to the user. 

4.2 Characteristics of Cloud Computing 
There are ten characteristics of cloud computing in their sum up: device and location independence, scalability, on-demand services, guaranteed Quality of Service (QOS), pricing, virtualization, multi-tenancy, security and fault tolerant. 
 Scalability and on-demand services: 
Users are given on-demand resources and services over cloud. Moreover the resources provided are scalable over several data centers 
 User-centric interface:
 Cloud interfaces are not dependent on location of user. They can be accessed by well-established interfaces such as web services and internet browsers. 
 Guaranteed Quality of Service (QOS):
 Cloud computing assures Quality of service for users by guaranteed performance, bandwidth and memory capacity. 
 Autonomous system:
Users can reconfigure and combine software and information according to their requirements. 
 Cost: 
No capital expenditure or any up-form investment is required in cloud. Payment for services is made on the basis of need. 
1.3 Cloud Computing Benefits
Cloud computing reduces the response time and running time of job, also minimizes the risk in deploying application, lowered cost of deployment, and decreasing the effort and increasing innovation .
 Increased Throughput: 
Cloud makes use of thousands of servers to finish an assignment in reduced time unit verses the time required by a solitary server.
Minimize infrastructure risk:
 Cloud can be used by organizations to reduce the load of purchasing physical servers. The issues of high investment and deployment of servers depending upon the workload can be resolved considering investment on infrastructure for that application’s whose attainment is short-lived.
 Lower cost of entry: 
· Various characteristics outlined in previous section of cloud reduces the cost for organizations to enter new markets:
· The capital investment is reduced to zero by renting the infrastructure instead of purchasing it and hence controls the cost.
· The rapid application development helps to reduce the time to market, possibly giving organizations an edge against the competition.
Focus on innovation:
Organization relived with the issue to infrastructure deployment can focus in innovating items.
1.4 Cloud Computing Model
Services offered by the cloud providers can be grouped into three categories [6]: Software as a Service (SaaS): In this model, a complete application is provided on demand to the user. Multiple end users are serviced while at the back end a single instance of service is executed. Customers need not to go for any upfront investments, since just a single application is to be facilitated & kept up.4

· Platform as a Service (Paas):In this model, software or development environment is offered as a service. The customer is given with the option to construct his own particular applications, which run on the suppliers’ base. A predefined combination of OS and application servers is provided to the user. Google’s App Engine, Force.com are providing a platform to users.
· Infrastructure as a Service (Iaas): Standardized services that are provided are Fundamental storage and computing capabilities. Various resources are made available and shared among users in order to manage workload. The customer has to deploy his own software on the infrastructure. Amazon, GoGrid, 3 Tera are examples of Iaas.






1.5 Types of Cloud
On the bases of access to clouds, they can be classified into following types [6]:
 Public Cloud: 
Users connected to internet and having access to the cloud space can use public cloud. It refers to availability of computing resources to anyone on “Pay As You Go Basis”. Public clouds are owned and operated by third parties; they deliver superior economies of scale to customers. All customers share the same infrastructure pool with limited configuration, security protections, and availability variances.
 Private Cloud: A private cloud in an organization is specific and limited access to a particular group. It can be referred as computing services delivered exclusively for the use of a particular organization or a group. It utilizes the same architecture for scalability and availability as the public cloud but it is limited to a single organization. Two major concerns on data security and control are addressed which are not there in public cloud.
 Hybrid Cloud: A combination of public and private cloud is named as hybrid cloud. With a Hybrid Cloud, service providers can expand the adaptability of computing byutilizingother Cloud Providers in full or partial manner. The Hybrid cloud environment is capable for providing on-demand, externally provisioned scale with the capacity to enlarge a private cloud to deal with any sudden surges in workload.
 Community Cloud: The organization with common prerequisites shares the cloud functionality making it a hybrid cloud. It reduces the capital consumption by imparting the cost among the associations. The operation may be in-house or with an outsider on the premises.
Types of Faults
The  faults  can  be  of  various  types  including: (a)transient,  intermittent, or  permanent  hardware faults, (b)softwarebugsand designerrors, (c)operator errors, and (d)externally induced faults and  errors.In  a  typical  cloud  environment,  the  faults  appear  as  failure  of  resources,  such  as applications/hardware  storage,  that  are  being  used  by  the  end  users.The  two  most  commonly occurring faults in cloud environment are: 
A)Byzantine failures
In  such  type of  faults,  the  system  components  fail  in  arbitrary  ways,  causing  the  system  to incorrectly  behave  in  unpredictable  manner. The  system  may  process  requests  incorrectly  and produce inconsistent outputs.
B)Crash failures
When the crash failures occur, they cause the system components to completely stop functioning or remain inactive during failures.  For  instance,  the  failures  due  to power  outagesorhard  disk crash.As  discussed  earlier,  the cloud  computing  is  divided  into  several  operational  layers,  such  as Peas,  SaaS,  and  IaaS.If  a  failure  occurs  in  one  of  the  aforementioned  layers,  then thislayeraffects  the  services  offered  by  the  layers  above  it.  For  instance,  failure  in  Peas  may  produce errors in the software services offered by SaaS. However, if a failure occurs in physical hardware layer (IaaS), then this may negatively affect both the PaaS and SaaS layers. This implies that the impact of failures occurredathardware level is significantly high, and it is of critical importance to devise fault-tolerant strategies at hardware level. The supporting research in the fault-tolerance computing  involves system  architecture,  design  techniques,  coding  theory,  testing, validation, proof  of  correctness,  modeling,  software  reliability,  operating  systems,  parallel processing,  and real-time processing.
Fault Tolerance Measures
Fault tolerance measurement is a crucial aspect of cloud paradigm. Fault tolerance measures can be used to quantify the dependability of the cloud system. Two of the major legacy measures for fault  tolerance  of  the  system  are: (a)availability  and (b)reliability  (Koren  &  Krishna  2010). Availability is the ratio between the uptime and sum of the uptime and downtime of the system. Availability can be quantified as:𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦=𝑈𝑝𝑡𝑖𝑚𝑒𝑈𝑝𝑡𝑖𝑚𝑒+𝐷𝑜𝑤𝑛𝑡𝑖𝑚𝑒.(1)The  uptime  and  downtime  values  are  either predictedby  using  the  mathematical  modeling techniques,  such  as  Markov  availability  model,  or  can  be  calculated  from  the  actual  field measurements  (Bauer  &  Adams  2012).  Availability  can  also  be  measured  as  a  percentage  of agreed service time and downtime of system. The agreed service time is the expected operational  4time of the system per month. The planned downtime of the system is explicitly excluded from the agreed service time. The availability of the system can be calculated as:𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦(%)=𝐴𝑔𝑟𝑒𝑒𝑑𝑆𝑒𝑟𝑣𝑖𝑐𝑒𝑇𝑖𝑚𝑒−𝐷𝑜𝑤𝑛𝑡𝑖𝑚𝑒𝐴𝑔𝑟𝑒𝑒𝑑𝑆𝑒𝑟𝑣𝑖𝑐𝑒𝑇𝑖𝑚𝑒×100.
(2)Availability  of  the  system  can  also  be  quantified  using  metrics,  such  as  Mean  Time  to  Failure (MTTF), Mean Time Between Failures (MTBF), and Mean Time to Repair (MTTR). The MTTF is  the average  time  of  the  system  operating  accurately  until  a  failure  occurs.The MTBF  is  the average  time  between  two  consecutive  failures  of  the  system.  The  MTTR  measure  predicts  the average time required to replace the faulty component of the system to bring the system back to operational mode. Availability of the system in terms of MTBF and MTTR can be computed as: 𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦=𝑀𝑇𝐵𝐹𝑀𝑇𝐵𝐹+𝑀𝑇𝑇𝑅(3)Reliability, denoted asR(t),  is the probability of the system to work accurately as a function of time ‘t’ (Koren & Krishna 2010). The TL9000 measurement handbook defines reliability as “the ability of an item to perform a required function under stated conditions for a stated time period” (Bauer & Adams 2012). Service reliability can be formulated as:𝑆𝑒𝑟𝑣𝑖𝑐𝑒𝑅𝑒𝑙𝑖𝑎𝑏𝑖𝑙𝑖𝑡𝑦=𝑆𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒𝑠𝑇𝑜𝑡𝑎𝑙𝑅𝑒𝑞𝑢𝑒𝑠𝑡𝑠×100.(4)Because  most  of  the  services  are  highly  reliable,  services  are  quantified  by  the  defective/unsuccessful transactions per million attempts. Defects Per Million (DPM) can be formulates as: 𝐷𝑃𝑀=(𝑇𝑜𝑡𝑎𝑙𝑅𝑒𝑞𝑢𝑒𝑠𝑡𝑠−𝑆𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑠)𝑇𝑜𝑡𝑎𝑙𝑅𝑒𝑞𝑢𝑒𝑠𝑡×1,000,000.
(5)The availability and reliability of the system holds a pivotal role in the cloud paradigm. A small fraction  of  downtime  has  severe  financial  impacts.  It  has  been  reported  that  a  single  hour  of downtime  costs  around  $50,000  in  a  data  center  (Bill et  al.  2014).  Therefore,  round  the  clock availability of the cloud services are vital. In  this  chapter,  we discuss fault  tolerance  in the cloudand  illustrate various  fault  tolerance strategies existing in the literature. The rest of the chapter is as follows. In Section 2, we discuss the   different   fault   tolerant   strategies   for cloudland   provide taxonomy of   fault-tolerant approaches. Section 3concludes the book chapter



1.7 Fault tolerance in cloud computing 


Fault Tolerance alludes to a methodology to system design that permits a system to keep performing actually when one of its parts falls flat or it can be defined as capacity of a system to react nimbly to an unexpected equipment or programming break down. If not fully operational, fault tolerance solutions may allow a system to continue operating at reduced capacity rather than shutting down completely following a failure.





1.8.  FAULT TOLERANT STRATEGIES IN CLOUD
Crash and failures are very common in the cloud, such as disk failure or link failure. Moreover, the  number  of  nodes  (servers)  involved  in  the  cloud  has  an  order  of  tens  of  thousands  or  more servers that increases the probability and cost of the failures. The jobs executing over the cloud may  have  a  time  span  that  may  evolve  for  few  days.  The effect  of  failure  on  medium  or  long running   jobs   can   lead   to   jeopardizing   the   fulfillment   of   SLA   contract   and wastage   of  5computation  time.  For  instance,  a  task  requires  24  hours  to  complete, and if after  23  hours  the node that was executing the task crashes, then almost one day of execution will be wasted in the aforementioned scenario and it will also lead to the violation of the SLA. One way to tackle such problem  is to  execute  a  backup  process  on  a  different  system  for  each  primary  process. The primary processing these cases responsible for check pointing the current state to redundant disks. Should  the  primary  process  fail,  the backup  process  can  restart  from  the  last  checkpoint. Generally, the fault-tolerant systems characterize the recovery from errors as either roll-forward or  roll-back. Roll  forward  mechanism  takes  the  system state at  the  time  when  the  error  was detected in order  to  correct  the  error, and from there  the  system  moves  forward. Alternatively, the  roll-back  mechanism  utilize  check pointing  to  revert  the  system  state to  some earlier  correct state, and the system moves forward from thatstate.The operations between the checkpoint and the  erroneous  state  can  be  made  idempotent,  as  per  requirement  of  roll-back  recovery. Some systems  make  use  of  both  roll-forward  and  roll-back  recovery  for  different  errors  or  different parts of one error. We discusscheckpointing in detail in the next subsection.
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