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Cloud Intrusion Detection Method Based on Stacked Contractive Auto-Encoder and Support Vector Machine






ABSTRACT
Security issues have resulted in severe damage to the cloud computing environment, adversely affecting the healthy and sustainable development of cloud computing. Intrusion detection is one of the technologies for protecting the cloud computing environment from malicious attacks. However, network traffic in the cloud computing environment is characterized by large scale, high dimensionality, and high redundancy; these characteristics pose serious challenges to the development of cloud intrusion detection systems. Deep learning technology has shown considerable potential for intrusion detection. Therefore, this study aims to use deep learning to extract essential feature representations automatically and realize high detection performance efficiently. An effective stacked contractive auto encoder (SCAE) method is presented for unsupervised feature extraction. By using the SCAE method, better and robust low-dimensional features can be automatically learned from raw network traffic. A novel cloud intrusion detection system is designed on the basis of the SCAE and support vector machine (SVM) classification algorithm. The SCAE+SVM approach combines both deep and shallow learning techniques, and it fully exploits their advantages to significantly reduce the analytical overhead. Experiments show that the proposed SCAE+SVM method achieves higher detection performance compared to three other state-of-the-art methods on two well-known intrusion detection evaluation datasets, namely KDD Cup 99 and NSL-KDD.





CHAPTER-1
INTRODUCTION

To satisfy the need for highly reliable systems, it is necessary to test them in many intensive situations. If any faults are detected, they are thoroughly analyzed by the experts to identify the true cause, and then corrected. This procedure is important in wide variety of fields; for example, aviation, plant and vehicle systems. However, due to the increasing complexity of such systems, this analysis is becoming increasingly costly. One solution is to utilize the data obtained from the systems to apply machine learning technologies. In these settings, we are only given normal data to learn a model. Test data are then evaluated by the model to detect faults, and these are then analyzed to identify their causes. We call this the fault detection and analysis problem. The technologies for fault detection and analysis are categorized and applicable to aone-class classification problem which includes, e.g., novelty detection, event detection and change detection. our deal with fault detection and analysis problems, several data-driven methods have been proposed, including principal component analysis, the one-class support vector ma-chine, the local outlier factor, the artificial neural network, and others (Chandola et al.,2009). However, these methods suffer from over fitting, which causes high rates of false positives, and are thus unreliable. Prior knowledge can help us avoid such problems by al-lowing us to construct specific models of the system using physical equations (Ding, 2008).Unfortunately, as systems become more complex and extensive, building a model becomes increasingly difficult


Cloud Computing includes both what is delivered as a service over the internet and the hardware behind those services. Resources can be provisioned and released very easily, requiring little if any intervention from the provider. From the user’s point of view, Cloud infrastructures seem to provide infinite resources, which can be adapted to one’s needs. For example, a small start-up company may lack the need or the financial resources required to buy many computing resources, but may want to leave its options open for a future expansion, if successful, making Cloud Computing particularly appropriate in such a case. In this context, the company would simply pay for what is actually used given that resources can be released when they are no longer required. In a Cloud network, users do not own the computing servers. They can access numerous services without the burden of Cloud management and their data can be accessed by way of many devices (such as smart phones, sensors, tablets, etc.).


Cloud Infrastructure














CLOUD COMPUTING
This section describes an overview of cloud computing including its definition and also comparison with related concepts. Main reason for the existence of cloud computing is to reduce IT overhead for the End users and also reduce the total of On demand services and many other things .Cloud computing uses technologies such as virtualization and utility based pricing to meet the technological and
Economical requirements of user’s demand for IT [4]. Cloud computing can be compared with following technologies:
A. Grid Computing
It is known as distributed computing that manage the network resources for collaboration [1]. Cloud computing and grid computing are the similar in the manner of using distributed resources to achieve application level objective. In this, virtualization technologies run at multiple levels of software and hardware platforms for dynamic resource sharing.
B. Utility Computing
Its aim at providing resources On-Demand and charging depends on usage. Cloud computing along with utility computing maximize resource utilization and reduce their operating cost.
C. Virtualization Computing
It forms the basic building blocks of cloud computing so cloud computing is based dynamically on virtualization resources.




Overview of Cloud Computing

Cloud computing has become an important paradigm because it offers dynamic, high-capacity computing capabilities, including access to complex applications and data archiving, without requiring additional computing resources [5]. It uses cloud data centers through virtualization technologies to offer a powerful and adaptable computer environment. The concept, widely promoted and developed, has gained the interest of many organizations, mainly due to the reduction in expenses which could be achieved by diminishing the investment in hardware and software. Cloud computing is “an old idea whose time has (finally) come” [6] (p. 2). Service-Oriented Architecture (SOA), Micro service Architecture, parallel computing, distributed computing and grid computing, virtualization, and containerization are the basic concepts of cloud computing [7]. Some of them are older, such as parallel computing, distributed computing, and virtualization; others are newer, such as SOA, Micro service Architecture, grid computing, or containerization. Cloud computing solutions are extremely dynamic. They are continuously being improved both from the hardware and software perspectives. According to Feininger [8], the following keywords characterize this new ICT provisioning model offered by cloud computing: ubiquitous, service-centric, scalable, consumption-based and self-service. The concept is defined mainly by its characteristics. The National Institute of Standards and Technology (NIST) has presented cloud computing as “a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction” [9] (p. 2). According to Buyya et al. [10] (p. 3) “a cloud is a type of parallel and distributed system consisting of a collection of inter-connected and virtualized computers that are dynamically provisioned and presented as one or more unified computing resource(s) based on service-level agreements established through negotiation between the service provider and consumers”. Cloud computing integrates existing technologies and models to optimize the use of physical and logical resources. The resources are treated as services and are available to users according to their requirements. There are three main models: IaaS (Infrastructure as a Service), PaaS (Platform as a Service), and SaaS (Software as a Service). IaaS and PaaS provide services to independent software vendors and developers, while SaaS provides services to end users.
A typology of cloud computing should consider the degree of accessibility it offers so that it can be ranked as private, public, hybrid, and/or community (Figure 1).




















AUTOENCODERS 
 Structure of Auto encoders
 Auto encoders are a specialized class of feed forward neural networks that are compressed into integrated code and then regenerated to produce the output same as input using machine learning. But the objective of an auto encoder is not just duplicating the input to the output. But the training an auto encoder in latent space makes it worth as an auto encoder acquires some properties during the training [22]. An auto encoder is composed of three parts.
i.Encoder
 ii.Code 
iii.Decoder
 A simple example is shown in the figure
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Block Diagram of Auto encoder



Encoder: 
The input data is encoded and compressed in this layer with the reduction in the dimensionality. This compressed image is also known as the distorted version of the image. The encoding function can be written as h = f(x)


Code:
This layer has the compressed input for the decoder part. It is also known as the bottleneck layer and this is the most important part of the network because the compression part is done by this layer. If the bottleneck layer is not there then the data will move as it is throughout the network. Therefore in order to compress the data, the bottleneck layer is needed. It decides which features are to be kept and which should be removed from the input data. Only the relevant features are retained from the input space.


Decoder: 
It decodes the compressed data and gives back the loss original data i.e. the data obtained from the decoder does not have the complete information as it had in the input. The decoding function can be written as r = g(h) 
Therefore an auto encoder can be represented as 
g(f(x)) = r
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Structure of Auto encoder


CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

Cloud computing is expected to provide on-demand,   agile, and   elastic   services.   Cloud   networking extends     cloud     computing     by     providing     virtualized networking functionalities and allows various optimizations, for  example  to reduce latency while increasing  flexibility  in the   placement,   movement,   and   interconnection of   these virtual  resources.  However, this approach introduces new security   challenges.


2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 

· The existing cloud computing service provisioning models introduces network-related security challenges.


· Some of these security challenges were described by Schoo et al., in [12], specifically information security, virtualization environment threats, and communication security.



2.2. PROPOSED SYSTEM

In this paper, we propose a new intrusion detection model in which wecombine a newly proposed genetic based feature selection algorithm and an existing Fuzzy Support Vector Machines (SVM) for effective classification as a solution. The feature selection reduces the number of features by removing unimportant features, hence reducing runtime. Moreover, when the Fuzzy SVM classifier is used with the reduced feature set, it improves the detection accuracy. Experimental results of the proposed combination of feature selection and classification model detects anomalies with a low false alarm rate and a high detection rate when tested with the KDD Cup 99 data set.

2.2.1. ADVANTAGES OF PROPOSED SYSTEM


· The proposed ID Turnout to be a suitable solution to these issues. An IDS has become an essential component in security systems since it can be used to detect threats before they cause widespread damage.


· The  IDS  proposed  in  this  paper  can  be  used  to  examine collected audit data. Intrusion detection paradigms are based uponmodelsof intrusive or innocent behavior, so that both internal and external intrusion  attempts  may  be  identified efficiently.


















CONCLUSION 
CONCLUSION


Developing effective intrusion detection systems attracted the researchers in recent years due to the massive evolution of network attacks. In this paper, a deep auto-encoder based intrusion detection system has been proposed and its performance is compared with classical machine learning algorithms on the NSL-KDD dataset. This model can effectively increase the accuracy, precision, recall and F-score of intrusion detection and reduces the false alarm. In the future research, various deep learning methods such as Convolution Neural Networks, Recurrent Neural Networks, Long Short-Term Memory (LSTM) and Gated Recurrent Unit (GRU)are used to improve the accuracy of intrusion detection system.
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